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New Usernames for Online Banking!

On August 1, 2015 we took a new step in protecting you, our members! This
change requires all members to create a username for online banking as
opposed to member number when logging in. Setting up your new username
is fast and easy, see for yourself! 

When you log in to it’sMe247 with your current member number, you will be
prompted to create a username. Here’s some hints on how to successfully
create a new username:

Use a combination of letters and numbers, however you cannot use just
numbers or any special characters.

1.

Avoid using any part of your name or your member number.2.
Don’t begin or end your username with a space.3.

Once you’ve created your new username, you’re good to go! As always, if
you need any additional help, don’t hesitate to give us a call at 605-367-7070!
We appreciate your cooperation and active participation in member safety.
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Getting the Best Car Loan
Why the right auto loan is so important—and how to get there

If you’re looking to buy a new car, you’re probably looking for the best price, too. And part of acquiring
a good deal on your vehicle is getting the best car loan possible. But not all car shoppers shop
smart—they want to get in, get out and get on the road with their new vehicle.

Don’t make that mistake. Sometimes if you’re in a rush and don’t do your homework, you’ll wind up
paying more than you should for an auto loan. And nobody wants that.

“The big mistakes are made in the financing office,” explains Phil Reed, the senior consumer advice
editor at Edmunds.com, the auto research website. “Making the right decisions can save thousands
over the life of the loan.”

“When you buy a car, make sure it’s something you can afford, something that truly meets your
budget,” adds Melinda Zabritski, senior director of auto finance at Experian Automotive. Otherwise you
could risk running into financial problems in the future.

To make sure you’re making the right choice regarding an auto loan, here are five tips to keep in mind
before you sign on the dotted line:

Evaluate your credit

reports. It’s important to check your credit report at all three of the major credit reporting
agencies, which are Experian, Equifax and TransUnion.

“You want to check all three because you don’t know which one the lender will use and you
want to give yourself time to fix any mistakes,” explains Gerri Detweiler, director of consumer
education for Credit.com. “I found a mistake when I went to buy a car a few years ago, and if I
hadn’t straightened it out, it would have cost me a lot of money.”

In addition, checking your credit score (try Credit.com, Credit Karma and/or Credit Sesame)
beforehand will help you determine around where your interest rates will be.

1.

Shop for second and third opinions. Most shoppers will finance at the car dealership where
they’re buying their vehicle simply because it’s convenient—but it may not offer the best deal.
In fact, local financial institutions typically offer the best rates on car loans.

“A lot of people just assume they’re getting the best rate and terms from the dealer, and that’s
the last assumption you should make,” says Liz Weston, personal finance columnist and author
of the book “Deal with Your Debt.” “You can apply for that loan, have it all set up, and then pull
the plug at the last minute, if the dealer’s offer is better."

2.

…But shop for a maximum of two weeks. Anything longer than two weeks can hurt your
wallet. How? Each time you apply for a loan (regardless of whether you’re approved or you
take the loan), your credit score can be negatively impacted, which can make it harder to get a
good loan. So in the interest of saving money—and time—keep your rate shopping to a
two-week maximum, experts advise.

3.







Go for the shorter-term loan. Most car buyers tend to lean toward longer loans because the
monthly payment is smaller. However, in the long run, you’re actually paying more the longer
the loan runs, due to interest.

“You definitely pay more in the long run because these long loans typically have high interest
rates,” says Mike Quincy of Consumer Reports Autos. The perfect loan time for your vehicle?

“Try to limit your car loan to about 48 months,” advises Quincy. “That’s the optimal amount of
time you should pay for your car.”

4.

 One of the first questions most salespeople will likely ask you is how much you can afford to
pay each month for your vehicle. However, there’s no obligation for you to answer that—and
you shouldn’t want to. If you focus on only the monthly payment, you won’t know the exact
value of your trade-in, and you could wind up getting ripped off.

“If you just look at the monthly payment, you’ll have no idea what you’re being charged for the
car, you won’t really know what you’re getting for your old vehicle and you won’t know what the
interest rate really is,” says Jack Gillis, author of “The Car Book 2014.” “The artificially low
monthly payment will disguise the fact that you’re paying more than you should for the car and
financing and getting less than you could for your trade-in.”

5.

Use these helpful tips to work out the best possible deal, and don’t forget to stop by to find out the
best possible rates we have for you so your purchase can be as stress-free as possible.
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Practice Safe Online Banking
And be aware of online banking scams

Online banking, also called Internet banking or e-banking, is defined as using a computer or other
type of technology (mobile phone, tablet, etc.) for banking services, such as conducting financial
transactions. This type of banking is convenient and efficient, and it simplifies your finance
management immensely. Long gone are the days of lingering statements and papers. Now,
everything is on your computer or mobile device, right at your fingertips, at any time of the day or

night.

While this type of banking is evidently the most convenient way to manage your finances, it can also
pose some risks. In fact, according to US News, hackers have cost companies and consumers
somewhere between a staggering $375 billion and $575 billion. And that just continues to increase.

“[Financial institutions] have become very proactive in protecting accounts from hackers, but it’s still
quite a large problem,” says Sean Sullivan, a security adviser at F-Secure, an Internet security firm.
“We see all types of new attempts every day.”

The good news: You can protect yourself and your assets. To reduce your odds of being hacked,
follow these steps.

Avoid clicking on fishy links - Especially ones related to bank account updates. Phishing is a popular
hacker move in which hackers send out what appears to be a legitimate email from your bank asking
you to update your account information. There’s usually a link that follows, stating it’s the bank’s
website. It’ll take you to what looks exactly like the bank’s website, but it will be a fake one, and
thieves are able to record any data you enter. If you really do need to update your account, always
type the financial institution website manually into the search bar. And if you receive any of these
suspicious links or emails, be sure to call your financial institution to confirm whether they really sent it.

Create complex passwords - There’s a reason most websites call for case-sensitive passwords or
ones with numbers or symbols. A typical method scammers use to hack into bank accounts is simply
guessing a user’s password. Using a strong password decreases the chance that a hacker can easily
figure it out and log in to your account.

In an analysis done of 32 million passwords by Imperva, an Internet and data security company, it
was found that the top 10 passwords are as follows: 123456, 12345, 123456789, Password, iloveyou,
princess, rockyou, 1234567, 12345678 and abc123. These make it easy for hackers to get into your
account, so it’s important to avoid using these or any similar variations. If you’re using one of these or
something similar, consider changing it. Keep in mind that the best passwords are ones that use both
letters and numerals and both lowercase and uppercase characters. Also, avoid using the same
password for multiple accounts.

Utilize anti-virus protection - “The most important thing consumers can do to protect themselves is to
practice safe computing at home,” says Greg Hernandez, a spokesman for the Federal
Deposit Insurance Corp. in Washington, D.C. “They should use a firewall and anti-virus/anti-malware







Deposit Insurance Corp. in Washington, D.C. “They should use a firewall and anti-virus/anti-malware
software and keep it updated.”

Not only will this help you protect against common viruses like trojans and worms that can use
keystrokes and other strategies to access your bank information, but it will also discourage hackers
from attempting to violate your credentials.

One tip: Set up your protection software so that it automatically updates daily. That way you won’t
forget to do it when needed. Also, sometimes your credit union may provide free software, so be sure
to ask about it if you’re unsure.

Avoid oversharing on social media - Be wary about what you post to the world on your social media
accounts, like Facebook, Twitter, Instagram and others.

“The way social media accounts are accessed leaves users vulnerable,” explains Larry Bridwell,
global security strategist at Sticky Password. “When updating your status or posting a picture to
Instagram, users may have to access an open Wi-Fi network. However, they may find themselves
falling prey to hackers who utilize open Wi-Fi networks to gain access and information into accounts.”

Of course, you should never post personal information such as your Social Security number, bank
account numbers, usernames or passwords, but even small things, like your pet’s name, your
mother’s maiden name or the high school you attended, can backfire, as these are common answers
to security questions to access accounts.

Don’t use public computers or Wi-Fi - If a scammer got hold of a public computer and installed
software that can record your keystrokes, he or she can likely hack into your account if you use the
computer for banking. Hotels, airports, cafes, you name it—hackers are likely preying there, waiting to
grab your banking information.

“Public Wi-Fi is inherently unsecure. Anyone using it ought to do so with the premise that everything
you do is visible to a third-party stranger with access to that hot spot,” says Kevin Clark, former first
assistant prosecutor and expert in cybercrime. “The chances of you being hacked far exceeds the
chances of your home being burglarized. This is a big business.”

For more tips on safe and secure online banking, contact us or stop by today.
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Top Tips to Maximize Your HSA
Get the most out of your health savings account

According to the Employee Benefits Research Institute, 37 percent of employees eligible for a health
savings account do not have one. Despite the benefits of health savings accounts (HSAs), 31 percent
of people still say they don’t see the need for one. A better look at how to get the most out of an HSA
might change some people’s minds.

Fully understand the benefits

Many people have heard of the

readily available Flexible Spending Accounts (FSA) but don’t realize the benefits of an HSA. Similar to
contributions to an FSA, contributions to an HSA are made pretax, saving you money for your net
income, and contributions up to the annual limit are tax-deductible. Furthermore, any interest you
earn on the account accumulates tax-deferred, withdrawals aren’t taxed and—an often unsung
advantage— the account can move with you from job to job.

“Unlike Flexible Spending Accounts, you can roll over HSA funds from year to year,” says Joe Stein of
CNBC. “There’s no ‘use it or lose it’ clause.”

Contribute as much as possible

It comes out of your paycheck before tax is applied, and you never lose it — why wouldn’t you opt to
contribute the maximum allowed? Especially if you anticipate high out-of-pocket medical expenses in
the future (for children’s braces, for example), you should put in the $3,350 per year or $6,650 per
year limits as of 2015 for individuals and families, respectively. An added bonus: Both you and your
employer can contribute to a health savings account on an annual basis, Forbes says.

Know what is eligible

HSA funds can be used tax- and fee-free on medical expenses such as your deductible, copayments,
prescription drugs or bills not covered by insurance. The IRS determines the medical expenses that
are eligible, as listed in IRS Publication 502 (http://www.irs.gov/pub/irs-pdf/p502.pdf). On the
downside, if you use your HSA money on nonmedical expenses or those not approved by the IRS,
you are required to pay taxes on that withdrawal, as well as cough up a 20 percent penalty if you’re
under 65.

Do your research

With personal control of an HSA, you have more control over your money. Comparison shop for
big-ticket items like surgery or an MRI by using online calculators and other tools made available
online by many insurance companies. Also, you may want to ensure that your health plan offers an
HSA to begin with, and if it does, is there a catch?

“It’s important to ask to see a full schedule of fees and charges when you’re shopping around for the
right HSA,” Stein said.







Furthermore, read up thoroughly on what you’re getting from your HSA in regard to your options.
Some HSA providers allow you to invest your contributed funds into one of 22 Vanguard accounts, for
example. Meanwhile, others provide only a federally insured savings account. Still other big financial
institutions require a minimum balance of $2,000 before you even get any options. Therefore, being
an informed health care consumer is of the utmost importance.

For IRS auditing purposes, you are required to keep receipts for everything you purchase with your
HSA. Organize your account in a hassle-free way by scanning or taking pictures of your receipts and
keeping them on file digitally in a central location.

Adults over age 65 also tend to maximize their HSAs by using them as a supplement for retirement, as
the guidelines seem to benefit older consumers. Still, the best way to take advantage of your HSA is
to use it as it was intended—for out-of-pocket medical expenses—and follow the tips above. 
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What Does Zero Percent Financing Mean to You?
It’s more than simply a great deal

We’ve all seen the advertisements on TV, whether for your local automotive dealer or a national auto
brand: no money down, zero percent financing or some similarly unbelievable deal. Typically, as with
all things that seem too good to be true, there is a catch. In the case of zero percent financing, it’s the
ambiguities explained thoroughly in the fine print.

To avoid all that over-defined

jargon, find out here what zero percent financing really means:

You’ll probably have higher payments - According to Kelley Blue Book, these zero percent deals
usually require a shorter-term loan, so monthly payments end up being much higher than they would
be with a conventional auto loan. Many people opt to keep their monthly expenditure lower and go
with a longer-term loan, even if they end up paying more in interest in the long run. KBB.com also
notes that there are exceptions in which zero percent financing is offered for longer terms, so make
sure you do your research before signing on any dotted lines.

You don’t need perfect credit to qualify - Jaded adults who think they know the “credit game” likely
believe they could never qualify for zero percent financing with a less-than-stellar credit score, but that
is not always the case. Some finance programs are trying to go after an expanded audience of
buyers, so unblemished credit is not required in all cases.

It applies to only a limited number of models - To receive zero percent financing, you typically must
buy a car right off the dealer lot—no special orders—and there is likely a predefined model and
package that qualify. In other words, with zero percent financing, beggars can’t be choosers.

You can usually choose between zero percent financing and a cash rebate - The financing deal
is usually offered in an either/or situation with a cash rebate, and you must choose between the two.

You can still negotiate a lower price - Some think that because you are already seemingly getting a
steal on your financing, a dealer will not negotiate the price of the vehicle with you. However, that is
not always the case.

“A reputable dealership will be open to negotiating the deal before applying the zero-percent financing
to your sale,” KBB.com says. “As always, we recommend you do your homework before buying.”

There are other great interest rates available to you - If the car you have your heart set on does
not qualify for zero percent financing, or you had a very rough year in the credit department, there are
lenders that offer interest rates lower than most dealers can offer. For that reason, again, explore all
your options before making any decisions.   

With all these facts in mind, many people will be attracted to zero percent financing. Although the
zero-percent trend has been around for a couple of years, most industry experts believe it can’t last
forever. With the advent of lower interest rates and flexible terms, today’s car buyers are finding more
creative financing options than ever. And with today’s economic challenges, these programs will







continue to bring buyers into dealerships.

Your best bet is to stop in to your local financial institution and speak to them about the rates they
have so you know what kind of deal you can handle before you head to the dealership.
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