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How to Spot Phishing Messages Like A Pro

From The Desk of Lee A Page, VP Senior Information Security Officer

The Federal Trade Commission’s definition of phishing is “when a scammer uses fraudulent emails or
texts, or copycat websites, to get you to share valuable personal information.” When a user falls for a
phishing message, the malicious actor achieves their purpose of getting the victim to hand over
sensitive information such as login names and passwords. Though we count on technologies and
controls to minimize threats, phishing exploits users through social engineering, which allows the
malicious actors to side step these protections. This is why it is important that everyone learn to spot
these fraudulent messages. Let’s take a look at some example emails of phishing messages.

Message #1

Subject: Low Cost Dream Vacation loans!!!

Dear John,

We understand that money can be tight and you may not be able to afford to go on vacation this year.
However, we have a solution. My company, World Bank and Trust is willing to offer low cost loans to
get your through the vacation season. Interest rates are as low at 3% for 2 years. If you are interested
in getting a loan, please fill out the attached contact form and send it back to us. We contact you
within 2 days to arrange a deposit into your checking account.

Please email your completed form to VacationLoans@worldbankandtrust.com [ badguys@badguys ]. 

Your dream vacation is just a few clicks away!

Dr. Stephen Strange

World Bank and Trust

177a Bleecker Street,

New York, NY10012

What did you notice in message #1?

In this message, you can see that the phisher wants to give us a low cost loan with no credit check.
They say we just need to send them our information and they will give us money, right? Not only does
it seem too good to be true, but also when you hover the cursor over the email address to examine it
further, you see that the link actually has a different destination. It is the email address of the attacker.
Lastly, as much as you might like Dr. Strange, he’s probably not working for a bank part-time.

Message #2

Subject: Free Amazon Gift Card!!!

Dear Sally,

You name has been randomly selected to win a $1000 Amazon gift card. In order to collect you prize,
you need to log in with your Amazon account at the link below and update your contact information so
we can put your prize in the mail. This is a limited time offer, so please respond to the request within 2
business days. Failure to respond will forfeit your prize and we will select another winner.



www.amazon.com/giftredemption2321 [ http://www.cisecurity.org/ ]

What did you notice in message #2?

Aside from this seeming too good to be true, you can see that “Amazon” is misspelled as “Amozan”
on the link provided. If you read this quickly, you may think you are responding to the real company to
get your gift certificate. In reality, you are providing your information to the attacker. For the purposes
of this example, the link actually navigates to the Center for Internet Security, which is a trustworthy
site.

 

Message #3

 

Subject: Urgent – Take Action Before Your Email Account is Deactivated

 

Dear User,

Following changes to our Microsoft email systems, each user must authenticate their account to
prevent it from being deactivated. You can accomplish this by heading to the link below and entering
your Microsoft Outlook email account credentials, and then we will know your account is active and
should remain so.

http://www.cisecurity.org/

 

Thank you,

Information Technology

Helpdesk Support Team

 

 

What did you notice in message #3?This email is fairly well crafted without errors. Note that it
establishes a sense of urgency that the malicious actor hopes will cloud your judgement and threatens
the deactivation of your email account. Additionally the link at the bottom looks like a link to Microsoft,
yet it is in fact heading somewhere else! Luckily, for the purposes of this example, that link simply
leads to the Center for Internet Security, which is a legitimate site.With these three examples
considered, here are some basic recommendations to help protect you from becoming a phishing
victim:• If it seems too good to be true, it probably is;• Hover your cursor over links in messages to find
where the link is actually going;• Look for misspellings and poor grammar, which can be good signs a
message is a fraud;• And, never respond to an email requesting sensitive personal information
(birthday, Social Security Number, username/password, etc.). Additional information and a phishing
game can be found on the FTC’s website, https://www.ftc.gov/ .
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Daniela Dreams Big!

"Work hard. Have a plan. Make wise choices that take you there."

For Daniela De Pina, the opportunities are amazing. “We can really live the American dream,” she
says, her eyes opening wide. “Work hard. Have a plan. Make wise choices that take you there.”

Born on the volcanic archipelago of Fogo, one of 10 Cape Verdean islands located off the western
coast of Africa, she learned early in life the value of adversity. Raised by an aunt from age 9, she
graduated high school, reconnected with her mom in Portugal where college was a financial
impossibility, immigrated to the U.S. without knowing a word of English, repeated a year and a half of
high school to learn the language, joined 300 people at Faneuil Hall 2013 being sworn in as U.S.
citizens, and with high honors in Economics is the first in her family to graduate from college.

“I’m a very organized person. Curious. Independent,” explains the SSB Compliance/ BSA Manager,
who knew at the outset she wanted to work in banking and eventually become a successful top
executive. In preparation, she paid out-of-pocket to become a Certified Anti-Money Laundering
Specialist (CAMS). In her current position, she “love(s) the investigation. It’s like a puzzle.Putting the
pieces together. Seeing something different every day.”

In addition to gratitude for SSB employee appreciation via such events as Breakfast with the
President and the summer Corn Hole barbeque, Daniela also loves helping other people.Annually, for
example, she ships huge drums of clothes/ supplies to her husband, Emmanuel’s, family for much
needed Cape Verde distribution. And recently when she noticed large boxes of candles awaiting
disposal on an South Shore Bank dolly, she told CEO, James Dunphy she knew where donating them
could “change peoples’ lives.” The rest is history at St. Edith Stein parish in Brockton and a sister
church in Cape Verde.

“I think people can do everything in life,” Daniela says. “It doesn’t mean always getting it right on the
first try. But I think God was guiding me. And we learn from our experience.”
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To All Our Friends and Clients

As I look over the past year, it is with great pleasure and pride we were able to bring two fine intuitions
together. The energy and attitude of our employees and clients is great to watch, as our organizations
and systems have come together. With our strong history dating back to 1833 we are excited to bring
our community banking throughout Eastern Massachusetts, with involved and active team members
helping our clients. As a local bank our commitment to the community is important to all of us at South
Shore Bank. You will generally find one of us at most events throughout the South Shore and when
you do, please make sure we have a chance to interact with each other.

We recently graduated our second class of the South Shore Leadership program and are finishing up
with interviews and acceptance of our third leadership cohort. This program provides existing and
emerging leaders a great opportunity to learn all about the South Shore with six experiential days
delving into various topics. The program is provided by both South Shore Bank and the South Shore
Chamber of Commerce. We look forward to another engaged group participating in the program this
year.

As the summer comes into full swing, we hope all will enjoy the many attractions our area has to
offer. Enjoy time with friends and family.
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2018 South Shore Bank's Golf Classic
Golf for a Cause...

South Shore Bank has a proud history of
being actively involved in our communities,
dedicating both time and money to effect
positive change. Whether it is support of civic
activities such as the cub scouts, road races,
local school programs or the little league; or
our giving to local food pantries, affordable
housing programs, hospice programs, cancer
research facilities, educational, and childhood
abuse prevention centers, South Shore Bank
stands ready to support our community.

Funds generated from this premier 2018
event will be used to support and benefit
community, charitable, educational and other
benevolent purposes. We invite you to
contribute to the success of the tournament
which will allow us to continue to strengthen
the surrounding communities with quality
programs and services.

For your convenience to print and mail, 2018
Golf Classic Registration Form and 2018 Golf
Classic Sponsorship Form.

If you have any questions, please feel free to contact Community Relations Coordinator, Kathryn Prioli
at (781) 682-3723 or KPrioli@southshorebank.com .
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Congratulations!

The following employees are celebrating July work anniversaries: 

Peter Lung – 2 years
Matthew Pretti – 2 years
Starr Anderson – 3 years
Ripple Adhuria – 3 years
Christine Barry – 5 years
Matthew Manganiello – 10 years
Alicia Martell – 10 years
Kerri-Ann Moores – 12 years
Steven Quigley – 12 years
Mark Pitts – 13 years

 Their commitment and dedication is truly appreciated by everyone here at South Shore Bank! 
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Building Your Teen’s Credit Score
Start building your teen’s credit before they even move out.

When your teen finally takes the big leap and moves out of the house, they’re going to need a solid
credit score for a lot of life steps: renting an apartment, getting a loan or finding a good deal on
insurance. For that reason, it’s important that teens build up their credit scores before they move out.
There are a few ways you can prepare them for this in the years leading up to graduation.

Sign them up for a debit card or
retail credit card

Getting your teen started with their
own bank account is a significant
step in building their credit score
without ditching their safety net. A
teenager under 18 years old can
still sign up for a debit card; they
just need a co-signer. Since you
are co-signing on the card, your
personal account will be linked to
your teen’s in case of an overdraft.

If you’re not comfortable signing
your teen up for a debit card with
your bank, consider a retail credit
card. Jean Folger, a contributor at
Investopedia, recommends retail
and gas credit cards since they are
easier to get approval for. “Be sure
to ask if the card requires payment in full each month or if it allows minimum payments,” says Folger.
“If the card must be paid in full each month, it may not be reported as revolving, and therefore will not
help your teen’s credit.” Folger also suggests that regardless of requirements, teens should be
encouraged to pay off their debts in full each month.

Teach them the credit card basics

Credit cards are a bit more complex than debit cards, so it’s important to sit down your teen and help
them understand the basics. Signing them up for their own credit card is a bigger step than signing up
for a debit card, but it’s an additional step that will help boost their credit score — assuming they pay
the bills on time and in full. U.S. News & World Report contributor Amelia Granger says that the most
critical skill a teen can learn is to pay their bills in full, even if that means starting with a smaller credit
limit. Make sure you are monitoring your teen’s bills to confirm they’re not damaging their credit score
rather than building a good foundation for the years ahead.

Add them as a joint user

If you’re not ready to sign your teen up for their own card just yet, consider adding them as a joint user
to your own account. This will give them a card of their own with access to the account for
emergencies, errands or other needs. “If you want to be doubly careful, add them as an authorized
user without actually giving them the card for use,” suggests Devishobha Ramanan, a writer for the
Huffington Post. However, keep in mind that if you are struggling with your own credit score, adding



your teen to your account could end up damaging their score as well.

Follow up with them

As a parent, it’s imperative that you keep an eye on your teen’s progress. Without understanding the
ins and outs of credit and the implications of not paying your credit card bills, a teen could end up
damaging their credit score significantly. Follow up with your teen each month to make sure they paid
their bill in full, they understand their responsibilities and they’re comfortable with the process.

Teens don’t have to start building credit on their own. As a parent, you can help them start off on the
right foot.
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