
 

Volume Issue • April 2019

In This Issue:

Reminder
Turbo Tax
Sprint Rewards
The Risks of Using Public Wi-Fi
Why you should avoid using public Wi-Fi

Everything You Need to Know About Becoming a Co-signer
How co-signing can impact your present and future finances

Giving Notice: Don’t Leave Your Retirement Savings Behind
Ensure your retirement savings travel with you to your next job

Creative Ways to Celebrate Earth Day
Celebrate Mother Earth and all her gifts on Earth Day

Pack up a Picnic with These 3 Recipes
Fun flavors for a festive outside meal

DIY Mother's Day Gift Ideas
Creative handmade presents to bestow on your mom this holiday

 



 

Reminder

Mocse Credit Union • 209-572-3600 • https://www.mocse.org/ 

 



 

Turbo Tax

Mocse Credit Union • 209-572-3600 • https://www.mocse.org/ 

 



 

Sprint Rewards

Mocse Credit Union • 209-572-3600 • https://www.mocse.org/ 

 



 

The Risks of Using Public Wi-Fi
Why you should avoid using public Wi-Fi

Public Wi-Fi networks allow you to connect to the internet for free in many public places like coffee
shops, airports and hotels. But while getting free internet access without having to use any data from
your personal phone plan might look like a great idea on the surface, using public Wi-Fi comes with a
number of significant risks, as these networks tend to have very little security — if any.

Packet sniffing

According to Europol’s Cybercrime
Centre, packet sniffing is a
cybercrime involving an attacker
that “monitors and intercepts
unencrypted data as it travels
across an unprotected network.”
Cybercriminals can do this by
buying special software kits,
allowing them to see everything
you are doing online. They can
view the webpages you have
visited, the information you fill out
while visiting said webpages and
even capture your login
credentials.

Man-in-the-Middle attacks

One of the most common threats
when using a public Wi-Fi network
is what is known as a
Man-in-the-Middle attack. Similar to packet sniffing, a MitM attack is a form of eavesdropping. “When a
computer makes a connection to the internet, data is sent from point A (computer) to point B
(service/website), and vulnerabilities can allow an attacker to get in between these transmissions and
‘read’ them,” Norton explains. “What you thought was private no longer is.”

Malicious hotspot

Another way cybercriminals can use public Wi-Fi to spy on you is via malicious hotspots that use
legitimate network names to manipulate you to connect to them. For example, hackers near your
hotel can set up their own Wi-Fi network with the same name as the hotel’s and boost the signal to
ensure it is stronger than the legitimate one. Once you accidentally connect to the malicious hotspot,
the attacker can then monitor everything you do online.

Malware distribution

Unencrypted public Wi-Fi networks and software vulnerabilities can allow attackers to place malware
on your computer without your knowledge. “A software vulnerability is a security hole or weakness
found in an operating system or software program,” Norton says. “Hackers can exploit this weakness
by writing code to target a specific vulnerability and then inject malware onto your device.”

According to Luke Bencie, managing director of Security Management International, malware



distribution was one of the primary tools behind a sophisticated hacking campaign dubbed “Dark
Hotel,” which targeted U.S. executives, government agencies, CEOs and other high-profile individuals
as they traveled to Asia. As these individuals connected to their luxury hotel’s Wi-Fi networks and
downloaded what they thought were regular software updates, their devices were infected with
malware. “This malware could sit inactive and undetected for several months before being remotely
accessed to obtain sensitive information on the device,” Bencie writes in a May 2017 article for the
Harvard Business Review.

Minimizing risk

There are many ways to protect your information while using public Wi-Fi. The best one is to use a
virtual private network, which will keep everything you do encrypted; but if that’s not an option, there
are still recommended practices to minimize risk. For example, do not allow your Wi-Fi to
auto-connect to networks, do not access websites that hold sensitive information like healthcare or
financial accounts, do not log into a network that isn’t password protected, and do not leave your
Wi-Fi or Bluetooth® enabled if you are not using them. Additionally, Bencie recommends setting up
two-factor authentication so that “even if malicious individuals have the passwords to your bank, social
media, or email, they won’t be able to log in.”

Even if you have to connect to a public Wi-Fi network, knowing the risks can help better prepare you
against attacks. Nonetheless, you would be better off buying an unlimited data plan for your device to
enable you to stop using public Wi-Fi altogether.
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Everything You Need to Know About Becoming a
Co-signer
How co-signing can impact your present and future finances

If you’ve built a substantial credit history and have a solid credit score, you might find yourself in the
position of being asked to co-sign a loan. Here are some important things to consider before making
this decision.

Responsibilities of a co-signer 

Per the Federal Trade
Commission, a co-signer takes
legal responsibility to pay the
primary signer’s loan if they default
on payments. Like it sounds,
co-signing a loan is a weighty
obligation that you shouldn’t adopt
without thoroughly evaluating the
advantages and disadvantages of
this financial decision.

Benefit of co-signing

The main perk of co-signing is to
provide financial help to a loved
one, as U.S. News & World
Report’s Geoff Williams shares.
For example, co-signing a student
loan to help your child fund a
university education. Or co-signing
the loan for their first car, since
financial institutions usually require a co-signer if the primary borrower has no or little credit history. A
secondary perk is that a positive co-signing experience can bolster the credit scores of both the
primary borrower and the co-signer, if payments are consistently made on time, as Mark Dennis with
Forbes articulates.

Some drawbacks of co-signing

Two main disadvantages of co-signing are that it can negatively impact both your credit score and your
personal relationship with the primary borrower. According to a Creditcards.com survey, 40 percent of
co-signers end up paying some or all of the loan or credit card balance when the primary borrower
failed to hold up their end of the deal.

Besides losing money, co-signing can also make you vulnerable to a decreased credit score.
Whenever the primary borrower either misses a payment or pays it after the deadline, this “strike”
goes on your own credit report and can remain there for a few years, as Dennis confirms. This could
also impact your ability to secure future loans.

Ways to reduce the risks of being a co-signer 

If you do decide to be a co-signer, experts recommend following a few guidelines to help minimize the



potential risks. For starters, agree to co-sign only if the primary borrower is a relative, as Jim Angleton,
president of Aegis FinServ Corp. shared with Williams. Avoid co-signing for acquaintances and
friends, since any negative experience could damage your finances as well as your relationship with
that person.

It’s also important to review your budget before agreeing to co-sign. Make sure you have sufficient
funds to cover the primary borrower’s loan payments indefinitely, in case they default on their loan
due to losing their job or experiencing some other financial crisis.

Request copies of all documents and statements involved with the loan, as Dennis recommends. You
might also consider asking for login credentials so both of you stay up to date on loan payments.
Additionally, set up email and text alerts with the financial institution, as Williams shares. That way,
you both know payment deadlines and posting dates, and are aware of any late payments.

Lastly, get out of the cosigner role as soon as possible. Dennis articulates two ways of doing this. One
way is to create a written agreement with the primary borrower that he or she will refinance the loan
under their own name at an agreed-upon time in the future, once they’ve built some credit history.
Another option is to make sure the loan you’ll co-sign has a co-signer release option. This document
legally releases the co-signer from their obligation to back the loan, once the primary borrower meets
certain conditions.

While co-signing has its risks, it definitely has some benefits for those willing to pursue this financial
route. By following these guidelines, you’ll be well-equipped to evaluate your finances and decide
whether or not co-signing is best for you.
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Giving Notice: Don’t Leave Your Retirement Savings
Behind
Ensure your retirement savings travel with you to your next job

The process of leaving a job can be a stressful one. If you are on your way to a new job, you will
certainly have a lot on your mind. Unfortunately, one major need that you may overlook is what to do
with your retirement savings.

According to Spencer Williams of MarketWatch, approximately 33 percent of workers left savings
behind in their prior employer’s 401(k) plan when changing jobs. Doing so is a mistake for several
reasons, especially when there are better options for what to do with retirement savings during a job
transition.

Option #1: Stick with a previous
employer’s 401(k) provider

Williams says that the vast majority
of employees who leave their
retirement savings behind in a
previous employer’s 401(k) plan do
so out of complacency. Only 27
percent stated that they stuck with
a previous 401(k) option due to it
being more advantageous.

Kathleen Elkins of CNBC warns
that leaving retirement savings
behind in a previous 401(k) plan
can be extremely risky. Often,
former employees are no longer
able to contribute to the plan. If an
employer switches 401(k)
providers, former employees may
be unable to log in to access their
account.

Kate Ashford of CBS warns that some 401(k) plans are riddled with hidden fees. Workers who have
left a job may not be privy to any new fees that providers add to a 401(k) plan.

Option #2: Withdraw money from a 401(k) account

It might be tempting to simply withdraw the cash from a previous 401(k) account. Doing so could
potentially be even more damaging than leaving savings behind.

Withdrawing retirement savings from a 401(k) account triggers a 10 percent early withdraw penalty,
according to Emily Brandon of U.S. News. This is in addition to the income tax that will be applied to
the newly-withdrawn money.

Unfortunately, despite how risky this option is, it is not an uncommon one. Williams says that
approximately 31 percent of workers have withdrawn money from their 401(k) accounts prematurely.

Option #3: Transfer funds to a new employer’s 401(k) program



Ideally, you will have a new job lined up before you quit your current job, and that job might offer a
401(k) plan right off the bat. Many financial experts warn that this is the exception rather than the rule.

Brandon says that many employees encounter a waiting period before they can opt into the 401(k)
program at their new job. Michael J. Grossman of Investopedia says that employees should carefully
compare their previous 401(k) plan with the current one offered, regardless of when 401(k) entry is
first offered.

Brandon advises against having multiple 401(k) accounts at once. Instead, consolidate accounts to
keep your retirement savings more organized.

Option #4: Transfer savings to an IRA

The option that most employees choose during a job transition period is an Individual Retirement
Account. Arielle O’Shea of NerdWallet states that IRAs share many of the same benefits as traditional
401(k) programs.

There are two different kinds of IRAs generally offered: a traditional IRA and a Roth IRA. Traditional
IRA accounts do not incur initial taxes upon deposit, whereas with a Roth IRA, you will owe taxes on
the amount of money you roll over when you set up the account. Still, CNN states that Roth IRAs offer
more flexibility, especially for retirees.

Workers can roll over savings from an IRA to a new 401(k) account when it is available, yet many
workers stick with an IRA or Roth IRA until they are finally ready to retire, Elkins states.

When leaving one job for another, retirement savings are something that no one wants to leave
behind. With the various financial options available, you fortunately won’t have to.
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Creative Ways to Celebrate Earth Day
Celebrate Mother Earth and all her gifts on Earth Day

Earth Day reminds us of a too-easily-forgotten truth: our everyday behaviors have an effect on our
planet’s health. Think about using this Earth Day to practice habits that conserve resources, promote
cleaner air and encourage better health for yourself and your family and friends.

Grow your food

A great way to celebrate Earth Day
is to plant a vegetable garden at
home. Growing your own food
provides a fun bonding experience
with your family and helps you cut
down on the need to shop for
produce at the grocery store.
Furthermore, you know absolutely
where the food is coming from and
how it’s being treated, so you won’t
have to worry about the presence
of harmful pesticides. Get your kids
in on the act by tasking them with
planting their favorite fruit or
vegetable and caring for it
throughout the season. This will
help teach them about — quite
literally — enjoying the fruits of
their labor.

Ditch the car

If you have somewhere to be on Earth Day and the weather permits, consider keeping your vehicle in
the garage or driveway and heading out on a bike or on foot. If you can’t avoid making a commute in a
vehicle, consider carpooling with some friends or colleagues or giving public transportation a go. The
impact of vehicles on the environment is quite immense. While your single-day reduction of emissions
may not make a substantial difference, you may find yourself enjoying the exercise and camaraderie,
leading to a new habit that really helps make a difference.

Go play outside

It’s very easy to get caught up in the digital world, whether it be browsing the internet, scrolling
through your social media feeds or spending hours in front of a video game or television show. This
Earth Day, turn off the TV, close your laptop and put your phone away and go outside for a full day of
fun. You can enjoy a hike on a nature trail with your friends, have a picnic in the park with your family
or play a game of catch with your neighbors. If you have an arboretum, garden or national park in your
area, take the opportunity to explore and see the beauty that nature has to offer.

Live eco-friendly at home

A great way to celebrate Earth Day is to build a day of sustainable living around the home. You can
start with more mundane tasks like changing out old lightbulbs for more efficient LED bulbs, gathering
up old clothes and accessories for recycling or donation and checking your faucets to make sure they



aren’t leaking. Outside, you can set up feeders and cultivate areas of the yard to accommodate
squirrels, birds and insects, or you can pick up litter around the neighborhood. Build your day up to a
healthy, delicious home-made meal using only locally grown or home-grown foods and round out the
evening with some reading by candlelight. 

Efficiency with our resources and fostering cleaner air have positive impacts on our health and wealth,
as well as others. Make this Earth Day your recommitment to being responsible with the daily privilege
of living on this planet.
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Pack up a Picnic with These 3 Recipes
Fun flavors for a festive outside meal

Warmer weather signals that it’s time to take meals outdoors to enjoy the seasonal foliage and
flowers. Spend more time hanging out with loved ones instead of in the kitchen when you try one of
these simple, portable dishes.

Melon Prosciutto Skewers

Savory meets sweet in this
easy-to-assemble recipe from
Sonia Lacasse, author of The
Healthy Foodie blog. It makes
approximately 10 skewers. Gather
the following ingredients for the
skewers and garnish: 10 slices of
prosciutto (cut in half), 20 mini
bocconcini (or 1-inch cubes of a
cheese of your choice), 20 large
cantaloupe balls (from one medium
cantaloupe), balsamic vinegar and
fresh basil leaves (chopped and
whole).

Using 8-inch wooden skewers,
thread the cantaloupe, bocconcini
and prosciutto in alternating layers
onto each skewer. Refrigerate until
ready to serve. Garnish with basil
leaves and sprinkle with balsamic
vinegar before serving.

Queso and charred corn salad

If you like corn and queso, you’ll definitely want to try this recipe, which comes from Kate Merker and
Kristina Kurek of Country Living magazine. You’ll need the following ingredients to concoct this
scrumptious salad: 1 red chili (seeded and chopped), 1/2 small red onion (finely chopped), 1
tablespoon olive oil, 1/4 cup fresh lime juice, salt, ground black pepper, 4 ounces queso fresco
(crumbled), 6 ears of fresh corn (shucked) and 3/4 cup fresh cilantro (chopped).

Grill the cobs of corn over medium heat for about 10 minutes, turning occasionally until charred.
Meanwhile, combine the following ingredients in a bowl: chili, lime juice, red onion, oil, salt and
pepper. Cool the corn, then use a knife to cut it from the cobs. Add the corn to the mixture in the
bowl, along with the queso fresco and cilantro. Keep refrigerated until you’re ready to pack up your
picnic basket.

Glazed lemon cookies

Sunny weather just calls for lemonade — and these tasty lemon-flavored cookies featured on Martha
Stewart. You’ll need the following ingredients for the cookies: 2 cups unbleached all-purpose flour, 1/2
teaspoon baking soda, 1/2 teaspoon salt, 1 tablespoon finely grated lemon zest, 2 tablespoons fresh
lemon juice, 1/2 cup unsalted butter, 1 cup sugar, 1 large egg and 1 teaspoon pure vanilla extract.



Whisk together flour, salt, baking soda and lemon zest in a medium bowl. Use an electric mixer to beat
butter and sugar in a large bowl; mix until fluffy. Next, add vanilla, egg and lemon juice and combine.
Turn mixer on low and gradually add the flour mixture. Use a tablespoon to drop dough onto two
baking sheets, leaving 1 inch between each cookie. Bake for 15-20 minutes in a 350-degree oven, or
until cookie edges are golden. Let cool completely, then add glaze, if desired. To make the glaze,
simply whisk together 2 cups confectioners’ sugar, 2 tablespoons finely grated lemon zest and 1/3 cup
fresh lemon juice.

Try one or more of these yummy recipes the next time you plan a picnic with your family or friends.
Just be prepared to get asked for the recipes, because they’re sure to be a hit.
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DIY Mother's Day Gift Ideas
Creative handmade presents to bestow on your mom this holiday

Mother’s Day is on May 12 this year — just around the corner! Don’t let the holiday pass without
expressing your appreciation to the mother figures in your life. Consider creating a do-it-yourself gift
that is sure to put a smile on any mom’s face. 

Garden markers

Garden markers make a great gift
for those with a green thumb who
just can’t keep plant names
straight. Amanda Wright with Wit &
Whistle explains how to make this
simple homemade craft. You’ll
need the following items available
at a local or online craft store:
polymer clay rolled into 1/4-inch
balls, rubber letter stamps, rolling
pin, butter knife and baking dish.
Roll each clay ball into a
breadstick-like 5.5-inch long coil.
Use the rolling pin to flatten the coil
to 1/4-inch thick. Next, use the
butter knife to slice off one end of
each coil. Press the stamps to spell
out plant and/or herb names on the
coil, then bake it according to the
clay package’s instructions.

Watercolor planter

Help your mother start spring off on a colorful note with a vibrant-hued flowerpot. Woman’s Day
magazine provides the simple instructions for this gift. Gather the following items: terracotta pot,
sponge paintbrush, wood skewer, nail polish, plastic bucket or tub, waterborne bonding primer and
aerosol water seal. Prime the exterior and inner lip of the pot with the primer paint and let it dry. Then
fill a bucket with lukewarm water (enough to fully submerge the pot). Pour 1/4 of the nail polish bottle
on the water’s surface, swirl it with the wood skewer, then dip the pot into the water at an angle.
Rotate it, so the polish coats the surface. Remove the pot and place it upside down on a safe surface
to dry. After the paint dries, coat the pot with aerosol water seal.

Honey hand balm

Whether your mom prefers the outdoors, indoors or a bit of both, she’s sure to appreciate the
hydration of a homemade hand salve. Hello Glow contributor Stephanie Pollard relays how to make
an 8-ounce portion of this nourishing balm. You’ll need the following ingredients and items:

1/4 cup coconut oil
1/4 cup almond oil
1/4 cup olive oil
5 tablespoons beeswax pastilles



1 tablespoon shea butter
1 1/2 tablespoons raw honey
Essential oils (of your choice)
8-ounce glass jar (or several small tins with lids)

In a microwave-safe bowl, combine all ingredients except the honey and essential oils. Microwave on
high in 30-second increments for 2 minutes, stirring between each time in the microwave, until the
mixture is completely liquefied. Next, whisk in 10-20 drops of essential oils and the raw honey.
Immediately pour the mixture into the glass jar to cool.

Photo coasters

These easy-made coasters are the perfect way to help your mom preserve special memories, as well
as preserving the surface of a favorite table. Gather the following products before starting on this craft,
featured on Heidi Miller’s The Frugal Girls blog: photos, Mod Podge (glossy or matte), foam brushes,
clear acrylic high-gloss coating spray and plain white ceramic tiles. Miller recommends spreading the
project out over a few days, since each coat of Mod Podge and sealer will need sufficient time to dry.
Trim the photos to fit the surface of the tiles. Adhere the backs of the photos to the tiles with Mod
Podge using a foam brush. Once dry, apply another coat to the front of the photo. Repeat with two
more layers of Mod Podge. Spray the tiles with acrylic sealer.

Try your hand at one or more of these nifty crafts to surprise your mom and any other female mentors
this Mother’s Day. It’s a great way to add a personal touch to your gift-giving.
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