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Credit Card Fraud

This time of year, many of us have increased our spending habits in order to get the perfect gifts for
our loved ones.  Unfortunately, fraudsters also increase their spending habits during the holidays,
even though it will earn them a spot on the Naughty List!

Throughout the entire year, Mocse uses enhanced fraud monitoring and detection tools to detect and
prevent fraud on members accounts.  If any type of suspicious activity is detected on your account,
you will be contacted by our Fraud Team, which consists of live agents and an automated phone
assistant.  Even with this constant monitoring and security, fraud activity is inevitable.  Sometimes,
you may see an unauthorized charge or ATM withdrawal hit your account, even though you had your
card safely in your possession the entire time.  This is a common type of fraud, which comes in the
form of counterfeit payment cards.

Let's look at a hypothetical situation where you have an ATM withdrawal on your account that you did
not make.  Let's say the ATM is located at the North Pole, but neither you nor your card has ever
been to the North Pole.  So...

How did this happen?

While it is very difficult to know exact details, there are some things we can piece together and use
those facts to draw some conclusions. We know that a counterfeit card was used at the ATM. We
know that the information used to make that counterfeit card is located on your actual card’s magnetic
stripe. We also know that your PIN was used, as all ATM withdrawals require a PIN be entered. So,
how could a fraudster get this information? The most likely answer is through the use of an illegal
card-reading device called a “skimmer.” Skimmers are placed on legitimate card reading devices to
“skim” the card’s mag-stripe information, where it is stored or transmitted to the fraudster. Skimmers
are usually very discreet, often indistinguishable from the actual device. Sometimes, the skimmer is
actually put inside the card reader. In this case, there would be no way of knowing that the skimmer
was present by appearance alone.

The most common targets for skimmers are gas pumps and ATMs. The fraudster can usually place
the skimmer without running the risk of being caught on camera or seen by an employee. The PINs



are captured either by a small camera set up by the fraudster or by a PIN-pad overlay, which records
and stores the PIN in the same way a skimmer does with the mag-stripe information. 

What do I do now?

First, know that you have zero liability for fraudulent card transactions when you notify us in a timely
manner, so it is critical that you monitor all activity on your accounts for fraudulent transactions and
report them to us immediately.  The first thing we do is shut down your card to prevent any additional
loss.  Next, we will help you with a fraud claim, which may require you to complete and sign a few
forms.  Once these steps are completed, our fraud department will provide you with a provisional
credit within a few business days, that way you can return to one of the best parts of the Holiday
Season, giving that perfect gift to your friends and family.

Remember, if you think you are a victim of any type of fraud, please contact the credit union
immediately at 209-572-3600 or 800-44-Mocse so we can take the steps to insure your accounts are
protected.
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Holiday Loans
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Sprint Rewards
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Holiday Closures

Mocse Credit Union will be observing the following Holidays.

Monday, December 24, 2018 - Christmas Eve branches will be closing at 12:00pm.

Tuesday, December 25, 2018 - Christmas Day branches will be closed.

Monday, December 31, 2018 - New Year's Eve branches will be closing at 3pm.

Tuesday, January 1, 2019 - New Year's Day branches are closed.
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Know the Differences between Simple and
Compound Interest
Don’t let your compound interest loans spiral out of control

When borrowing money, odds are you’ll be paying interest on that loan. It pays to know the
differences between simple and compound interest and how these can be advantageous or
disadvantageous for you in various situations, depending on the type of loan you’ve taken out.

Simple interest

Simple interest is based on the
principal amount, or original
borrowed amount, of a loan or
deposit. The interest amount
remains fixed throughout the
duration of the repayment period.
For example, if simple interest is
charged at five percent on a
$10,000 loan over a three year
period, the amount of interest paid
will be $500 each year, for a total of
$1,500. Common examples of
real-life simple interest loans are
car loans, which are easy to
calculate.

Compound interest

While simple interest lives up to its
name, compound interest is more complex. “Compound interest accrues on the principal amount and
the accumulated interest of previous periods; it includes interest on interest, in other words,” Steven
Nickolas explains in an article for Investopedia. If the $10,000 loan described above involved
compound interest rather than simple interest, the total interest paid after three years would be
$1,576.25 instead, as the interest owed each year is calculated based on the original loan plus the
interest paid in the previous year.

This also means that compounding interest scales significantly with frequent compounding periods,
potentially even more so than with higher interest rates. “For every $100 of a loan over a certain
period, the amount of interest accrued at 10 percent annually will be lower than interest accrued at
five percent semi-annually, which will, in turn, be lower than interest accrued at 2.5 percent quarterly,”
Nicholas writes.

Impact on loans

Odds are, financial experts or people you know have encouraged you to start saving for retirement
while you’re young. This isn’t only because you have more time to put more money into your
retirement if you do so, but also because compound interest enables you to save exponentially more
money by starting earlier.

The same is true in reverse when repaying loans. The earlier you start, and the more frequently you
repay a loan, the less money you will have to pay over the total period. In fact, it is highly encouraged



that you repay loans whenever possible, as debt compounded over the years can spiral out of control.

“Pay off debts quickly and pay extra when you can,” Justin Pritchard advises in an article for
TheBalance.com. “Paying the minimum on your credit cards will cost you dearly because you’ll barely
make a dent in the interest charges and your balance could actually grow.”

As with all loans, you should always seek the lowest interest rates you can find, but keep in mind that
even with a low rate, compound interest can quickly make a loan overbearing to repay if you just give
it the time. “If you have student loans, avoid capitalizing interest charges and pay at least the interest
as it accrues so you don’t get a nasty surprise after graduation,” Pritchard says. “Even if you’re not
required to pay, you’ll do yourself a favor by minimizing your lifetime interest costs.”

Compounding is a powerful force that can work for you if you invest early and regularly. If you are on
the less receiving end of a loan that has to be repaid with compound interest, you can save money by
paying it back early and increasing the frequency of your loan repayments.
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What Qualifies as a Strong Password?
Tips for preventing your passwords from being cracked by hackers

In the age of ever-increasing internet involvement, the threat of someone hacking into your information
by breaking through your passwords grows daily. To make an account far more resistant to hacking,
following these basic rules of what to have and what to avoid when crafting a well-constructed
password.

Have: length

One of the best steps to a strong
password is to make it long —
somewhere in the vicinity of 15
characters. The reason for this is
that the more characters you have,
the more possible combinations
there are for your password. This
helps confound brute force
cracking, where a hacker attempts
to figure out a password by trying
different combinations over and
over until they hit on the correct
one. Professional
password-crackers speaking to Ars
Technica were able to break
passwords of six digits or less
nearly instantly.

Avoid: words and names 

When a hacker tries to crack a longer password, using the brute force method to break through is
incredibly time-prohibitive, so a quicker, easier option would be to try to guess the password without
resorting to such measures. Easy options to try are names (particularly yours) and other dictionary
words, even if you replace letters or words with symbols and numbers. Since using a word as a
password makes a known pattern, computers can easily figure them out.

Have: cases and symbols

Another way to boost a password’s strength is to use both uppercase and lowercase letters, and to
introduce numbers and other symbols. This adds more complexity to your password, increasing its
resistance to guessing. According to password expert George Shaffer, an eight-character password
that uses all of these can resist cracking attempts by force for up to 2 years.

Avoid: patterns

Sometimes it might seem like a sound idea to use nonsense phrases that nonetheless form a pattern,
like using the first six letters in the first row of the keyboard. Since this follows a pattern (swiping
straight across the keyboard), this makes the password very weak and easier to break. 

Have: regular changes 

Once you craft a strong password, it pays to change it on a regular basis. Hackers constantly try to
break passwords, and the longer you maintain a stagnant password the more vulnerable it becomes.



break passwords, and the longer you maintain a stagnant password the more vulnerable it becomes.
For example, Facebook revealed in a blog post that during any given 24-hour period, 600,000
attempts are made to compromise the information of users.

Avoid: repetition

Using the same password in multiple places is a dangerous prospect. If you use the same password
for everything, when crackers breach one account, they can potentially break into all of them.
According to Graham Cluley, senior technology consultant at computer security organization Sophos,
this cross-platform approach is commonly used by hackers because about 30 percent of people use
the same password across all of their digital accounts.

Have: a password phrase or password manager

All of these rules that minimize a computer’s ability to guess your password tend to create passwords
that are hard to remember. Larry Magid, a long-time cybersecurity journalist writing for Forbes,
suggests coming up with a word to represent each character of your password. The second method is
to use a password manager. These encrypted services let your access complex, inscrutable
passwords without needing to memorize a string of random letters, numbers and symbols.

Avoid: sharing your password anywhere

The simplest thing you can do to avoid having your password compromised is to not share it
anywhere. That means not writing it on a post-it note that you stick to your computer at work, and
definitely not sharing it with someone online.

Keeping up these rules will make your passwords incredibly difficult to guess, protecting your
information from prying eyes. By being proactive about maintaining strong passwords, you stand a
better chance at staving off the headache of having your information accessed by unwanted parties.  
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Holiday Traditions to Start with Your Family
Make new holiday memories with these family traditions

The holidays are a great time to be with family, and part of the fun of the season is yearly family
traditions. The simplest acts of togetherness, from preparing food to decorating as a team, can be
exceptional tools to forging strong relationships and growing closer with members of your family. 

Making cookies

Baking cookies is one of the
best-known classic holiday
traditions not just because the end
result is a delicious snack, but
because it is a task that the whole
family can get in on. If you choose
the right recipe like gingerbread or
sugar cookies, you can enlist your
children to help make the dough,
roll it out and cut it into shapes
using safe cookie cutters. Once
the freshly baked cookies come out
of the oven, you and the kids can
decorate them before distributing
them amongst your family. This
doesn’t just give your kids a sense
of pride and accomplishment, but it
allows you to create memories that
they will carry with them to the day
where they have children of their own, too.  

Holiday lights

Bright and festive light displays are a big part of the holiday season. If you like to adorn your home in
lights to celebrate, you and your family can take an afternoon and put together your own light display.
You’ll want to ensure that all of your lights and equipment are safe and up to snuff and leave the
simpler tasks to the little ones while you handle stringing lights in high places. There is also the
tradition of going out to see the lights with your family. Everything from downtown areas to zoos hold
light displays during the holidays, which means you can gather up your family and head out for an
evening of looking at the lights and enjoying hot chocolate.

Present hunt

Shake up the yearly gift-giving by turning the traditional opening of presents into a fun game. Hide a
present for each of your family members and leave a clue to its location in an envelope. To add an
extra layer of excitement, you could do this with one gift for each person and stage it as an after-dinner
and before-bed activity the night before the holiday proper. If you want to be more elaborate, you can
extend it to every gift and turn present-opening into a full-blown scavenger hunt.  

Special holiday dinner

Sometimes all you need to make great holiday memories is a special meal. A holiday dinner with all of
your family is as key a part of the celebration as any, and while tradition tends to dictate a certain kind



of meal, you could opt instead to do something that is more in line with your personal preferences.
Instead of roasting a turkey or baking a ham, you could instead treat your spouse to a homemade
beef Wellington. If you have a particular affinity for Indian food, you could try your hand at making your
favorite dishes at home. This effectively creates a personal spin on a well-worn tradition, one that your
kids may be inclined to pass down to their own children.

The best part about holiday traditions by far is spending time with your loved ones. Whether you
decorate a tree with your family, invite friends over for eggnog and a gift exchange or just sit down
with your significant other for a large cheese pizza and a holiday movie marathon, you can create a
holiday tradition that will stand the test of time and live on in your memories.  
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How to Set Attainable Goals for the New Year
Setting goals that you can achieve in 2019

Making resolutions is a tradition for many people who want to start the New Year off fresh and
focused. Whether you’re determined to revamp your eating habits, get in shape, start a new business
or pursue a new passion, the best way to achieve your resolutions is to break each one down into
small steps.

Be honest

You’ll have a better chance of
reaching your goals if you set goals
or resolutions you’re truly
interested in achieving. Don’t let
other people’s expectations or
opinions distract you, warns Tami
Forman, Forbes contributor and
executive director of the nonprofit
Path Forward. She suggests
penning an extensive list of
everything you think you want to
achieve and zeroing in on the
goals that truly motivate you.

Be strategic

Although a year is a serious
amount of time, it’s not infinite. If
your list of goals is too long or
requires too many changes at once, you’ll be setting yourself up for defeat. According to the American
Psychological Association, focusing on altering one behavior, habit or thing in your life at a time is a
more proactive way to reach your goals.

Be smart

Once you have your list of goals, projects or resolutions, you can define each of them even further by
applying the S.M.A.R.T method. Introduced decades ago, S.M.A.R.T defines each goal as specific,
measurable, attainable, realistic and timely. Goals that are broad, completely out-of-reach and lack a
set deadline will reduce the likelihood of achievement. You’ll feel overwhelmed by the magnitude of
lofty goals, which will quickly deflate your will to follow through on your ambitions.

Be social

Although your goals are personal, the APA suggests that you consider joining a support group or
sharing your goals with trusted friends, colleagues or family members. This way you have a network
with which you can share your progress, both positive and negative. If you have people who will hold
you accountable, you will be more likely to see your goals through.

The APA also suggests reaching out for professional help when you suspect you won’t be able to
reach your goals on your own; a psychologist can help you connect your thoughts and actions. If your
goals are health-related, a nutritionist can advise you on smart eating plans while a personal trainer
can instruct you on the proper way to exercise. If your goal is focused on your career or money



management, seek out a certified counselor or financial consultant who can guide you.

Be dedicated

Writing down goals, sharing them with friends and seeking knowledge will only get you closer to your
goals if you do the work consistently. According to Elizabeth Scott, author of “8 Keys to Stress
Management,” you must post your goals where you can easily see them to remind yourself of what
needs to be done. Complement this by undertaking habits that correlate with and get you closer to
your goals, even if it means breaking old habits you’ve fallen into.

Be kind

Changing a behavior or incorporating something new into your life are real challenges. To keep you
striving for your goals, celebrate the victories along the way. Don’t dwell on the missteps or failures;
choose instead to learn from them and use that knowledge to propel you forward.

By breaking down your New Year’s resolutions into attainable goals, putting a plan into place, staying
focused and accountable to yourself and others, your 2019 will be filled with well-deserved successes.
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How to Maintain the Charm of an Older Home When
Remodeling
Which features to keep and which ones to replace on a historic
home

One of the biggest mistakes people make when trying to renovate an older home is to implement
trendy improvements rather than timeless ones, as Nicole Curtis, host of HGTV’s “Rehab Addict,”
relates. She recommends home owners make repairs and updates that remain true to the house’s
era. Here are eight tips for remodeling a historic residence while preserving many of its original details.

Make conservative structural
changes

Per Houzz contributor Laura
Gaskill, some older homes will
have structural issues to address,
such as rotting wood or a leaky
roof. It’s wise to make a list of the
pros and cons of gutting versus
tearing down certain features,
before completing those
renovations, as Gaskill advises. If
you do have to totally eliminate
something, you can still save a few
original features like windows,
floorboards and doors to maintain
the house’s historicity.

Use caution when modernizing
the bathroom and kitchen

Per Country Living contributor Elizabeth Finkelstein, bathrooms and kitchens are two of the most
popular areas to renovate in historic homes. However, it’s best to be conservative when deciding on
which features to throw out and which ones to preserve. Before updating these two rooms, research
the style of those rooms when the house was built to see which historical features you can keep and
which ones can be updated to offer modern convenience.

Properly update plumbing and electric 

Older homes often have outdated plumbing and electric systems, which can present a safety hazard
for you and your family. Gaskill recommends installing copper pipes as well as bringing the electrical
wiring up to code. This upgrade will also help protect your house from structural damages that result
from plumbing or electric issues.

Keep original walls

As tempting as it might be to knock down some walls to open up the floor plan, it’s often wise to leave
walls alone. Many people regret eliminating “extra” walls later on, when they realize they miss the
original floor plan. To avoid this mistake, Curtis suggests living in the house for six months before
deciding on whether to tear down any walls.



Keep cabinets

If the older home has solid wood cabinets that could use a facelift, Curtis advises stripping and
refinishing the wood rather than replacing the units. Modern cabinets are usually composed of
modern Medium Density Fiberboard or melamine, which are less moisture-resistant. Not only will the
solid wood units last longer, but keeping them in place will preserve the house’s original cabinetry
style.

Refinish sinks and tubs

It’s common for homeowners to swap out old sinks and tubs for brand new ones. Not only is this
modification costly, but it can also clash with the historic style of the home. Refinishing a porcelain tub
will set you back about $400, according to Curtis. That’s significantly cheaper than the estimated
$1,000 cost of installing a new one. 

Repair windows 

Some homeowners ditch original windows because they’ve been poorly-maintained or have leaks.
However, these features play a key part in maintaining the house’s historic value, as Curtis relates.
Instead of getting rid of the original windows, repair and add weather-stripping to them so they’re more
effective. Another option would be to replace the windows with storm windows that adhere to the
house’s era.

Save wood floors

Another common faux pas is to remove old wood floors or cover them with modern tiling or carpet. 
Preserve the historical accuracy of the home and save some cash by refinishing the original wood
floors, as Curtis suggests. If there are damaged sections of flooring, replace just those sections.

By implementing these eight strategies, you can enjoy adding some contemporary comforts to your
older home while retaining some its original style.
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