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Phishing

Everyone Knows About Phishing, So Why Are We Still Clicking?

Keeping up with the latest phishing scams and how to avoid them is apparently not fool proof
enough.  Cyber scammers know how we try to avoid them and they are continually using that
knowledge to make phishing more sophisticated and effective.

A Google and University of California study finds a startling 25% to

45% of all phishing emails and bogus phish landing sites are successful.  And just how does that
happen with so many users aware of the latest and greatest phishing scams?  Security experts agree
that scammers are getting better and better at making their links appear to be legitimate.  These cyber
creeps pounce on the slightest weakness on the user's part.  Duplicating and fabricating landing
pages or "linking" emails from trusted senders and businesses are only the beginning.

So how can a user not open a very tempting email link from the IRS, for example?  Simply by knowing
the IRS never uses email to contact Americans about their taxes.  Better informed than not, security
experts agree that knowledge is your best defense but admit security software is key.  Being
forewarned isn't just for phishing anymore.  Beware of spyware called a "keylogger" that records
keyboard strokes as the user types, easily gaining sensitive financial account and other passwords. 
Take heart as experts share some very important phishing tips....

An email link from an unknown sender absolutely needs a closer look.  Hover your mouse
pointer over the link and check its origination.  There's a huge red flag if the sender address

doesn't match the link address.

Just because the email looks legitimate from a sender you know, check out the sender first. 
Faking email addresses is very easy to do.
No legitimate business or sender will ever ask for sensitive or personal information using
email.  Also, beware shoddy graphics, misspellings, and poor grammar.  Scammers may be
crafty, but they're not all geniuses.
Always keep programs and security products updated.  If scammers are looking for weakness,
they can easily spot holes in your security. 
A company or service needs to know if they're being used by phishing scams.  Tell them
immediately that something's not right.  Let your email security provider know as well.  You can
also contact the Federal Trade Commission (FTC) or use the online Complaint Assistant to
report most types of fraud.















report most types of fraud.
It can't be stressed enough, create and use passwords wisely.  Always use a combination of
upper and lower case letters, a few numbers, and special characters.  Every password should
be a minimum of eight characters.

Contact Mocse Credit Union if you think you've been a victim of fraud at 209-572-3600 or
800-44-Mocse.
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Home Improvement Loan
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Get Away Today

Pixar Fest at the Disneyland Resort

For the first time ever, beginning April 13, 2018, experience a Celebration of Friendship and Beyond
at Pixar Fest at the Disneyland Resort!  You won't want to miss any of the excitement found in both
parks:

Disneyland Park

Re-imagined Pixar Play Parade
Together Forever - A Pixar Nighttime Spectacular Firework

Disney California Adventure Park

Paint the Night Parade is back!
Pixar Shorts Film Festival

Check out Get Away Today for more details.
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The Hidden Costs of Car Buying
Lookout for these sneaky car buying costs

Buying a car, whether new or used, is an exciting yet expensive time. In addition to the sticker price,
you have to budget for hidden costs associated with securing your new ride. From dealership fees and
taxes to insurance premiums, the hidden costs of buying a car can break your budget if you don’t plan
ahead or know what fees to decline.

Fees to ponder

The price to get your vehicle on the
dealership lot, which is displayed
on the window sticker as a
“destination charge,” is a
non-negotiable fee, according to
ConsumerReports.org. You should,
however, beware of “pre-delivery
inspection,” “dealer prep,” and any
extra “delivery” or “destination”
costs listed on the sticker, as these
are suspect charges.

“Look at the sales contract carefully
to make sure you are not paying
twice for the same thing,” advises
U.S. News & World Report writer
Evelyn Kanter. “Destination or
delivery, but not both.”

In order to comply with the law and avoid pricey tickets, you must pay the required fees to title and
register your vehicle. You can avoid these fees if you plan to transfer your already paid-for plates,
explains ConsumerReports.org. Sales tax, although different by state, unfortunately cannot be
avoided.

The notoriously unregulated fee, referred to as “conveyance fee” or “doc fee,” which can range from
$150 to $300, is a required fee, but that doesn’t mean you technically have to pay it.

“Try to get the dealer to reduce the price of the car by a similar amount, and let the fee stay on the
purchase agreement. As a fallback negotiating tactic, ask that some accessory, such as floor mats,
wheel locks, or a cargo organizer, be thrown in free of charge,” suggests ConsumerReports.org.

You might be asked if you would like to invest in an extended warranty, which is designed to pick up
coverage after the warranty from the automaker expires. Whether or not you buy it is up to you.

“If you do buy [an extended warranty], we recommend getting coverage backed by the vehicle
manufacturer or an established third-party company,” states ConsumerReports.org. “You don’t have to
buy on the spot; take your time to compare contracts.”

Fees to refuse

Just because the dealership’s shiny ad or splashy commercial got your attention doesn’t mean you
have to pay for it, reports Kanter; ad buy fees should not be your responsibility.







Your car is already engineered with rust safeguards from the manufacturer, adds Kanter, who warns
against paying for additional “rust, paint and fabric protection.”

Fees for anti-theft systems, VIN etching, and pinstriping are things to consider, but if you’re interested
in them, you can likely find a cheaper price outside the dealership, according to
ConsumerReports.org.

Insurances such as credit life and disability are worthy investments, just not from a dealership.
ConsumerReports.org explains that term life insurance can be a less expensive substitute for credit
line insurance, and disability insurance might already be rolled into your employer benefits. In either
case, a little outside research will save you some money.

The price of car ownership is already high; don’t make it astronomical by getting swindled by hidden
costs and dealership fees.
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The Basics of Successful Budgeting
Secure your financial future with these basic budgeting steps

If you’re clueless about where your money goes each month, you cannot create a financially stable
present let alone plan for a healthily funded future. The following budgeting basics will help you garner
a more complete picture of your finances, take control of your spending and plan your investments.

Follow the money trail

It may feel like your money just
disappears, but it’s definitely going
somewhere. You just need to pay
attention to the specifics.

“The only way you can create an
effective budget is if you first track
your expenses for at least a
month,” reports Bankrate.com
writer Sarah Berger. “You need to
get a good grasp on what your
typical spending and saving habits
are already like, so that when you
do create a budget, it’s one you
can realistically follow.”

Create a robust budget

Determine an all-encompassing
plan — one that incorporates the
bills you have to pay and plans for the things you want both now and in the future. Think potential
vacations, an emergency fund and even retirement, advises NerdWallet.com writer Bev O’Shea.

According to Berger, your budget should be divided into three categories: future, essentials and
discretionary spending. Your take-home pay should be divided among these areas by specific
percentages: 50 percent to essentials, 20 percent to future and up to, but never more than, 30 percent
in the discretionary spending section.

“Essential expenses should include four main categories: housing, transportation, groceries and
utilities,” says Berger.

Rectify past mistakes

Debt is a small word for a menacing beast. Whether it’s debt from credit cards, a mortgage, or car and
school loans keeping you up at night, your debt needs to be factored into your budget, explains
Berger. Although it is intimidating, she advises strategizing ways to whittle down expensive debt like
high-interest credit cards first.

“If you do have a ton of debt, you’re not doomed. But you should switch your budget up and put 30
percent of your take-home pay toward financial obligations and 20 percent toward discretionary
spending,” advises Berger.

Simplify the process







Good intentions don’t usually manifest successful results, especially when it comes to money. If you
want to really save for the future, outsource the process.

“The easiest way to start socking away cash for your future self is to automate those savings. That
way, you won’t even have to feel the pinch in your paycheck; if you don’t see it, you won’t miss it,”
writes Berger.

Since there is strength in numbers, O’Shea recommends enlisting the willpower of a trusted
accountability partner or the support of an online group who can keep you focused on your financial
goals when something shiny (and expensive) threatens to derail your healthy financial trajectory.

Keep it moving

Stagnant water breeds bugs and mosquitoes, pests you don’t need in your life. A stagnant budget
breeds financial death, a situation you had best avoid.

“Your income, expenses and priorities will change over time. Adjust your budget accordingly, but
always have one,” advises O’Shea.

Navigating your finances is no small undertaking, but by establishing a thorough budget with these
basic steps, you’ll have a clearer understanding of what you have, what you need and what you want
your financial future to be.
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2018 Vehicles with the Highest Safety Ratings
Discover the safest models in each major vehicle segment

Modern motorists have different desires and expectations from their vehicles as automotive
technologies rapidly advance. Still, one area in which drivers have always placed a great deal of
emphasis is vehicle safety.

Much like every other aspect of the automotive industry, vehicle safety has also benefited from
several recent advancements. As a result, vehicles are, for the most part, safer than ever.

If you want to know which vehicles are the safest in each segment, Nathan Bomey of USA Today
recommends consulting the Insurance Institute for Highway Safety (IIHS) and the National Highway
Traffic Safety Administration (NHTSA), the two leading experts on vehicle-based safety.

Safest Compact Car: 2018
Subaru Impreza

Over the years, Subaru has
acquired something of a reputation
in regards to safety, especially
because of the standard all-wheel
drive on most of its vehicles. One
such vehicle in the Subaru lineup is
the 2018 Subaru Impreza.

While there are plenty of safe
compact cars on the market right
now, the Impreza is the only one to
receive all “Good” ratings across
the board from the IIHS, earning it
a Top Safety Pick+ rating. The
Impreza is a perfect example of just
how much emphasis Subaru
places on safety.

Safest Mid-Size Car: 2018 Toyota Camry

The Toyota Camry continues to be one of the most popular vehicles on the road today. One of the key
reasons the Camry has remained a mainstay on American roads is the safety that it provides to
drivers and their passengers.

The IIHS awarded the Camry “Good” ratings in every one of its safety categories. This helped the
Camry also to earn a Top Safety Pick+ rating from the organization.

Safest Small SUV/Crossover: 2018 Mazda CX-3

Mazda vehicles are best known for the spirited performance they provide to drivers. That doesn’t
mean Mazda falls behind in safety, however, as most of its models earned high marks from both the
IIHS and the NHTSA.

The 2018 Mazda CX-3 was named a Top Safety Pick by the IIHS, due to its excellent crashworthiness
test results. The IIHS also rated the front crash prevention systems in the CX-3 as “Superior.”







Safest Mid-Size SUV/Crossover: 2018 Hyundai Santa Fe

The mid-size SUV segment is currently one of the fastest-growing areas of the automotive industry. A
good choice in this segment is the 2018 Hyundai Santa Fe, which earned a Top Safety Pick+ rating
from the IIHS. Furthermore, the sportier variant of the Santa Fe, appropriately named the Hyundai
Santa Fe Sport, also received this same safety rating for 2018.

Safest Minivan: 2018 Honda Odyssey

Minivans are primarily used for family transportation, meaning they need to be some of the safest
vehicles on the road. Honda kept this in mind when designing the 2018 iteration of its popular
Odyssey minivan.

The result of their hard work is a Top Safety Pick rating from the IIHS. The Honda Odyssey also
earned an overall Five-Star Rating from the NHTSA, the administration’s highest score.

Safest Pickup Truck: 2018 Honda Ridgeline

Honda appears for the second time on this list of safe vehicles with the 2018 Honda Ridgeline. While
the Ridgeline might not be the most popular pickup in the country, the IIHS and NHTSA have rated it
as the safest option.

The NHTSA noted that the Ridgeline had excellent front and side crash ratings. The IIHS came to the
same conclusion with its own tests for the Ridgeline, resulting in a Top Safety Pick rating for the truck.

Even in an automotive environment that places more emphasis on safety than ever before, these
select vehicle models stand out as the safest in their respective segments, making them desirable to
many modern motorists.
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7 Herbs You Should Be Growing
Spice up your cooking with these appetizing additions

While dried herbs are a practical component of many modern-day kitchens, many food enthusiasts
agree that nothing can take the place of fresh herbs. Whether you’re an avid cook or simply want to
incorporate fresh ingredients into your meals, home-grown herbs are great for enhancing the flavor
and nutrition of your diet. Here are seven herbs you should consider cultivating.

Holy basil

A common ingredient in
Vietnamese and Thai cuisine, this
herb has a characteristic taste of
mild pepper and licorice. Joe
Leech, MS, contributor to
Healthline.com, explains that
besides adding exotic flavor to
soups and stir fries, holy basil has
some significant health benefits.
For one thing, it boosts the immune
system and helps fight bacterial
infections. This herb has also been
used to treat anxiety and
depression, as well as to help
reduce blood sugar levels.

Akatade

For an alternative to using chile
pepper in a recipe, chef Marc Sheehan of Loyal Nine recommends an herb called akatade.
Sometimes referred to as water pepper or smartweed, this herb has a spicy flavor with a faint note of
cinnamon, making it perfect for seasoning meat or as a garnish for plated meals.

Rosemary

Known for its aromatic fragrance and often used in Mediterranean dishes, rosemary has been
heralded for its ability to fight cancer cells and improve memory, explains Rebecca Toback, contributor
with Health.com. The University of Northumbria performed a study that surveyed two groups of
people. The first group took a memory test in a rosemary-scented room, while the second group took
the same test in a room that lacked the rosemary scent. The first group performed significantly better
on the memory test than the second group.

Salad burnet

Sheehan also suggests salad burnet, an herb that tastes a lot like cucumber. Whether you add it to
roasted meats or incorporate it into a salad mix, this vigorous herb is easy to grow. It also replenishes
itself quickly, even if you regularly snip off samples to include in your culinary concoctions.

Peppermint

This herb has a long history of acting as a quintessential ingredient in aromatherapy and folk
medicine. According to Leech, peppermint has been helpful in reducing nausea and relieving IBS







symptoms such as bloating and pain. Try sprinkling a few leaves of this herb into your hot cocoa or a
mint julep cocktail.

Parsley

Whether you use it as a garnish to lend an upscale vibe to your plated dinners or as a main ingredient
in a dish like tabbouleh, this herb is an essential for any health enthusiast. Not only is it high in
vitamins A and C, but Toback explains that it also provides half of the recommended daily intake of
vitamin K if you consume just 1 tablespoon of it. 

Anise hyssop

This herb lends a delicious flavor to sauces and stocks as well as salads. If you like fennel, mint and
basil, Sheehan says anise hyssop should please your palate. It’s also as visually appealing as it is
hearty in taste, which makes it a perfect garnish for fancy meals.

Elevate your culinary experiences by growing one or more of these herbs at home. But be warned —
you might get so addicted to the unparalleled flavors of fresh herbs that you never go back to using
dried ones.
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7 Expenses You Can Cut
Save a little dough by cutting these budget-draining expenses

Saving money can be difficult, but it can often be as simple as cutting certain things or activities from
your daily life. Save money by cutting the following suggested money drains from your budget.

Premade food

Bankrate points out that one of the
places people waste money the
most is their grocery bill. Rather
than buying convenience foods, go
for unprepared foods like raw
veggies and meats and make your
meals from scratch. To save even
more money, make your meat last
longer by bulking up portions of rice
and pasta and reducing your
portions of meat — or by
eliminating meat entirely from
several meals. By doing this,
Bankrate says a family of four
could save $240 per month on
groceries.

Cable

Cable has long been the king of living room entertainment. According to U.S. News and World
Report, the average cable bill runs around $80 a month, making it an area ripe for reduction. If you
only watch a couple shows, shelling out for hundreds of channels could be entirely unnecessary. You
can easily and cheaply replace your cable service with show-streaming services like Hulu or Netflix
using just your internet connection.

Takeout coffee

It can be tempting to grab a cup of joe at a coffee shop to start your day. But, according to Lifehack,
dropping that takeaway coffee and making some for yourself before you leave the house could easily
save $80 per month.

Expensive entertainment

The Balance points the cost-cutting-crosshairs at money spent purely for entertainment. More
specifically, it suggests renting movies rather than seeing them in theaters, enjoying free concerts
rather than paid ones and checking out books at the library rather than buying them.

Eating out

There is a reason eating out is so attractive. It’s simple, convenient and could potentially offer nicer
food than what you keep in your fridge. That convenience, according to U.S. News, comes at a high
price when compared to cooking at home. You can save big by cooking up large dishes on the
weekend, freezing them and eating portions of them during the week.







The night out at the bar

Going out for a night at a bar is fun, but buying drinks can be detrimental to a limited budget. Lifehack
suggests habitual bar-goers should cut back or even try going alcohol-free for a month to see how
much money they save.

Calling in the workers

The Balance points out that one major drain on a household budget is calling plumbers and other
highly-paid people to maintain your house. Instead, the article suggests learning to perform some of
those maintenance duties yourself, reducing pricey service calls (although if any project makes you
uneasy, you should still call in the experts).

Cutting expenses can be a good and easy way to save money, and the items and service you can cut
certainly aren’t limited to this list. For any expense, ask yourself if you need it or if you just want it.
The answer could save you a good deal of money.
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Homemade Chicken Noodle Soup
How to make your favorite meal from scratch

While it may be easier to open a can of soup and microwave it in a bowl, it’s much healthier and tasty
to prepare it yourself using fresh ingredients. Sound like a lot of work? It’s actually easier than you’d
expect. Just follow this recipe from Nagi with Recipe Tin Eats and soon you’ll be savoring a warm
bowl of your favorite winter meal.

Gather your ingredients

Flavorful broth relies on bypassing
the carton of chicken stock and
cooking the liquid with fresh
ingredients. The following amounts
of ingredients will create a pot of
soup that’s enough to feed six
people.

Of course, you need a chicken,
around 3.5 pounds. Supplement it
with vegetables: 2 celery ribs, 2
carrots and 2 large onions. Gather
the proper herbs and spices,
including 2 bay leaves, 4 sprigs of
thyme, 1 tablespoon of black
peppercorns and a head of garlic.

For the chunkier parts of the soup,
you’ll need more of the same
ingredients (you cannot recycle the same ingredients from the broth): a large onion, 2 medium carrots,
2 celery ribs, 3 garlic cloves and 6 ounces of egg noodles. You should use 2 cups of the shredded
chicken from the broth and 2 quarts of the broth itself, though.

Making the broth

Start by placing the cooked, cleaned chicken in a pot and surround it with your sliced broth
ingredients, then fill the pot with enough water to cover the chicken without overdoing it. Cover and
simmer the mixture for 1 1/2 hours.

Once the chicken is tender and falling off the bone, skim any scum off the surface and transfer the
chicken to a bowl where you can shred it. The concoction remaining in the pot should be strained and
refrigerated so you can separate any fat from it.

Making the soup

Once you finish cleaning up from the broth, you can move on to making the actual soup.

Drizzle 1 tablespoon of olive oil into another large pot that’s heating on the stove, adding the diced
onion and minced garlic. After a couple minutes, add the sliced celery and carrots, continuing to stir
until all are softened.

Slowly pour that refrigerated broth into the pot and turn up the heat. When it’s on the verge of boiling,







cook the noodles in the soup so it soaks up the flavor of the broth. Finally, add the chicken and make
sure the entire dish is warm. Season with salt and pepper, then garnish it with parsley, and you’re
ready for a delicious homecooked dinner you can enjoy in your pajamas.
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