
 

Volume Issue • November 2015

In This Issue:

Petition Notice
Sphinx Malware
Holidays are Coming
Veterans' Day Holiday
Thanksgiving Holiday
Shop Smarter This Holiday Season
How to overcome the post-holiday shopping financial hangover

Should You Refinance Your Auto Loan?
When to take the plunge

Which Truck Is Right for You?
Choosing the right truck doesn’t need to be complicated

Visit Sacramento, California
What to do, where to stay and where to eat in Sacramento, California

Eco-Friendly Ways to Heat Your Home
Consider these eco-efficient heating alternatives

 



 

Petition Notice

The Credit Union Difference

The Mocse Board of Directors determine important policies and participate in the difference of credit
union membership.

To become a candidate, pick up a packet at one of our branch locations; available November 06,
2015.  Petitions must be signed by at least 299* members in good standing, age 16 or older. 
Completed petitions must be returned by December 07, 2015.  

From qualified candidates, an election will be held on January 29, 2016 for existing vacancies.  If
there's only one nominee per vacancy, then positions will be appointed at the Credit Union's Annual
Meeting on February 25, 2016.

Thank you for participating in this important process.

*based on a percentage of total members as of 08/31/15
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Sphinx Malware

 
New Sphinx Malware Stealing Online Banking Credentials
 
October 21, 2015 (reprinted from Stickley on Security website) 

Customers of UK and U.S. banks and credit unions should be extra careful when going to their
financial institutions’ web pages. A new version of malware called
Zeus Sphinx is being seen active in the wild out to steal login
credentials from those doing online banking.

This variant of Zeus will seamlessly redirect users to a phishing
page. The URL will change, but it does it so quickly and subtly that
users tend not to notice. So make sure to check the URLs
periodically when doing financial business.

Be aware of phishing pages as well. These types of attacks will
often redirect users to a fake, but very similar looking page asking for login credentials. So, always
make sure you are logging into your accounts using a previously bookmarked and trusted address.  If
the site looks different to you in any way, take a closer look and be 100% confident that it is where you
want to be before entering username and login details.

If in doubt, don’t continue. Contact your financial institution and let them know of your concerns. When
you work in partnership this way with them, everyone benefits.

Sphinx has been seen in the wild targeting financial institutions. However, it's commercial malware
sold to anyone and everyone who is willing to pay for it. Therefore, its targets are not limited to
financial institutions. It is also known to target online payment systems as well.  Statistics gathered so
far see it active in the UK 57% of the time, the U.S. 38% and in Poland 5%.

The US has been a target for a very long time as consumers tend to be early adopters of online
activities. However, the U.K. is becoming a more popular target for such cybercrime. This is believed
to be because its economy is prosperous and the residents are quick to adopt internet-based services
for financial transactions. However, according to IBM Trusteer, it is seeing more activity than normal
going for consumer, wealth management, and consumer accounts.







Just because these types of things happen, users should not be scared away from using online tools
for doing financial business. It is just important to know the risks, how to identify phishing and other
types of potential cybercrimes, and take measures to protect your information. By reading this, you
have made a good start.

 

  
© Copyright 2015 Stickley on Security
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Holidays are Coming
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Veterans' Day Holiday

Mocse Credit Union will be closed on November 11, 2105 in observance of the Veterans' Day Holiday 
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Thanksgiving Holiday

The credit union will be closed on both Thursday, November 26, 2015 and Friday, November 27, 2015
in observance of the Thanksgiving Holiday. 
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Shop Smarter This Holiday Season
How to overcome the post-holiday shopping financial hangover

It’s the most wonderful time of the year—time to celebrate the holidays with family and friends. But
that also means having to buy a wealth of gifts. And, especially around the holidays, people find
themselves making some financial mistakes when it comes to shopping, whether that means
overspending, waiting until the last minute to purchase gifts or not doing their homework on prices.
And all of these can take a toll on
your wallet, bank account and even
credit card debt.

“There’s nothing you can buy that
will give your family more pleasure
than a happy you,” says Kit Yarrow,
a consumer psychologist at Golden
Gate University. “And you’re not
happy when you’re in debt.”

Don’t fret. There are a number of
ways to avoid these common gift
shopping blunders and help keep
your spending down. Here’s how to
shop smarter this holiday season.

Start early - By beginning your gift
shopping as early as possible, you
avoid spending a large lump sum
on the gifts all at once, which can
burn a hole in your wallet fast. When you spread it out, you reduce the chance of a big year-end credit
card bill, not to mention it allows you more time to really put thought into your gifts. With that time also
comes the opportunity to scope out sales and deals throughout the year. Sometimes it even pays to
start shopping for next year right after the holidays are over—that way all the holiday-themed products
are discounted.

Make a list - Many times, consumers head to the mall, only to get sidetracked by products that people
on their gift list might not even want, so they buy and buy and buy without realizing how many items
they bought—when they could’ve stuck to just one. Making a focused list (asking your loved ones
what they wish for in advance helps) helps you stay on track and also helps you avoid forgetting
anyone.

“The purpose of the holidays is to show your appreciation and celebration, not to prove you spent the
most money,” says April Masini, a money and relationship expert.

Do your research - Have you ever bought a gift at a store and then found out it was listed for half the
price online? If it’s a popular item you’re buying, chances are it will be selling for different prices at
various retailers, and it’s up to you to find the best price. While shopping online sometimes incurs
shipping costs, many times retailers offer deals for free shipping around the holidays, and you can
also take advantage of sites such as Ebates.com, which gives you back a percentage of money spent,
by shopping online.







Be wary of using a credit card - Especially if you plan to pay off the balance over the course of a
few months. Even if you buy the item on sale, credit cards don’t always pay off in the end.

“Don’t fool yourself: Purchasing a gift at 20 percent off and then paying for it over several months
wipes out any savings you may have enjoyed,” says the National Foundation for Credit Counseling’s
Gail Cunningham. In addition, there have been several studies that have found that consumers who
pay for items with a credit card tend to spend more than do those who pay with cash.

Set a budget - Perhaps the simplest way to be smart about holiday shopping is to make a realistic
budget—and stick to it.

“When you have something real and static to look [for], you can’t kid yourself about what you had in
mind,” says Lynn Ballou, a managing partner with Ballou Plum Wealth Advisors. Determine how much
money you feel is a respectable amount to pay for each loved one you’re buying gifts for (e.g., $50 for
Mom, $50 for Dad), and then search for items within that budget. 

By following these steps, you can guarantee you’ll make smart holiday gift financial choices this year.
Happy shopping—and happy holidays.
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Should You Refinance Your Auto Loan?
When to take the plunge

It’s a tempting thought: Get a lower monthly car payment by quickly, and relatively painlessly,
refinancing that high-interest auto loan. But not so fast—refinancing isn’t for everyone; in fact, there
are instances where it will hurt you more than it will help. Here are five main situations in which
refinancing your auto loan makes
the most sense. 

1. If interest rates have gone
down. For the most part, if you are
at 6 percent APR, you are in
decent shape. Anything over that,
and you should look into
refinancing. If interest rates have
dropped around two or more points
since you purchased your vehicle,
you could save a lot of money over
your loan term. However, keep in
mind that refinancing loans are
considered used car loans;
therefore, rates for refinancing are
usually higher than they are for
new car loans. Always do your
homework before signing on the
dotted line.

2. If your credit score has increased. Congratulations—your credit is improving. Over time, negative
markings on your credit report will be expunged, meaning your score should naturally improve. Your
credit score has a major influence on auto loan rates, so a lender could very well be persuaded to
offer you a lower refinancing rate than you had previously.

3. If you got a dealer-sourced loan. Say market rates were low and your credit report was
unblemished. You still may not have gotten the best rate possible when you purchased your car.
“Dealer-sourced vehicle loans commonly carry a higher rate than the consumer deserves because the
consumer simply didn’t know better,” explains Russ Heaps on Bankrate.com. “The extra money is a
profit source to the dealer, like rust-proofing or extended warranties.”

4. If your financial status has changed—specifically, for the worse. If you had a financial setback,
refinancing could help by extending the loan term and therefore reducing monthly payments.

5. If you are purchasing your leased vehicle. Typically when your lease is up on a car, you are
given the option to buy the vehicle. It is a natural time to refinance.

Conversely, if you are upside-down on your loan, which means you owe more on the vehicle than it is
worth, attempting to refinance likely would not benefit you. Other things to consider are the age of the
vehicle (many lenders won’t refinance a vehicle after certain amounts of time), your outstanding
balance on the car (there are upper and lower cut-off points) and early pay-off penalties on your
current loan (if there are fines outlined in the contract, it may not be worth the fees to refinance).

As noted, it is always best to research all of the above measures and compare them to your personal







circumstances. Stop by today to see what we can offer you.
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Which Truck Is Right for You?
Choosing the right truck doesn’t need to be complicated

Pickup truck drivers are known to be loyal. They simply love their trucks, and there’s every reason
why. Pickup trucks provide all the utility and grit to get the job done. And recently, pickup trucks have
gotten the same attention as the rest of the automotive industry, and they sport plenty of safety,
technology and luxury features, so there’s virtually no downside to them. Here’s a handful of the best:

2015 Ram 1500

Named a “Best Car for the Money” by U.S. News, the newest Ram 1500 sports best-in-class fuel
economy approaching 30 mpg highway, and the industry’s only light-duty diesel. Other standout
features include the award-winning Pentastar V6, the legendary HEMI V8, a class-exclusive
TorqueFlite eight-speed automatic transmission and the RamBox cargo management system. All of
this is backed up by excellent warranty coverage of five years/100,000 miles. As impressive as the
Ram is, the technology features and dressed-up interior you’ll find help it stand out even more.

“The Ram 1500 has the nicest
interior of any full-size pickup. Its
upgraded touchscreen interface is
impressively easy to use and offers
substantial technology capabilities,”
Edmunds says. “We’re also fond of
the Ram as it offers a composed
and smooth ride whether you’re
driving it on- or off-road.”

2015 Ford F-150

Ford is the best-selling brand of
trucks for the past 38 years, so
whenever they make a change, it’s
a big deal. With a weight reduction
of nearly 700 pounds over the
previous model, thanks to the use
of high-strength, military-grade
aluminum, the F-150 has gone
where no truck has before. But the
weight reduction hasn’t put a damper on its stellar performance, and the F-150 sports up to a
12,200-pound towing capacity and 3,300-pound payload to go along with its impressive gas mileage
and 5-Star Safety Rating from the National Highway Traffic Safety Administration.

“The big deal with Ford’s new F-150 is the aluminum body. With it, the material has hit the
mainstream—it doesn’t get much more so than the bestselling vehicle in America,” Road & Track
says. “While that’s its own milestone, Ford did a lot to take advantage of the lighter body’s obvious and
more subtle advantages, creating a truck that’s going to beat up on the domestic competition.”

2016 Chevrolet Colorado

Starting at an MSRP of $20,100, the Colorado is a midsize truck, perfect for those who don’t need all
the bulk a full-size truck offers. Named the 2015 Motor Trend “Truck of the Year,” the Colorado sports







advanced technology, unsurpassed safety and excellent performance to go along with its smaller
dimensions. The Colorado is as comfortable cruising on the highway as it is conquering a trail, and
there are even special edition models for those who want a bit more exclusivity. The Colorado was
named the “No. 1 Compact Pickup Truck” and a “Best Car for the Money” by U.S. News and was the
fastest-growing midsize pickup in 2015.

“After spending quality time in the new Chevrolet Colorado … it was obvious GM has set a new
benchmark in the midsize truck category,” according to Forbes.

No matter which truck you’re looking into, we have you covered with the financing you need, so stop
by today so we can help get you started.
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Visit Sacramento, California
What to do, where to stay and where to eat in Sacramento,
California

Sacramento is the capital of California, and the best of the state is gathered here, making it a perfect
city to visit. Whether you are traveling for business or for pleasure, the city has plenty to offer. Check
out our suggestions for what to do, where to stay and what to eat.

What to do

The California State Railroad
Museum is a great place for
families to learn more about the
mode of transportation that helped
settle the west. It is one of
Sacramento’s most popular
attractions and houses 21 restored
locomotives and railcars with which
visitors can get up close and
personal. The museum also offers
excursion train rides for visitors to
see more of the California scenery
and ride in a vintage train. Learn
more online at
http://web.csrmf.org/.

A visit to Old Sacramento is a step
into the past, but still full of great
things to do. There are several
museums, like the California Automobile Museum, Sacramento History Museum and Old Sacramento
Schoolhouse Museum, where families can learn the roots of the city. Once visitors are done soaking
in the history, the area is full of fine shopping and dining options to finish out the day.

Where to stay

When travelling, it is important to have a comfortable room to return to after a day of sightseeing. The
Citizen Hotel, just blocks away from the California State Capitol, is a 196-room boutique hotel with a
lot of history in its walls. Each room is unique, and the hotel is home to the Grange Restaurant and
Bar. There is plenty of public space to take advantage of, with books and comfortable chairs. Reserve
a room at http://www.thecitizenhotel.com/.

The Sterling Hotel was built over 100 years ago and is a former Victorian mansion that houses 16
exclusive rooms. There are different suites with styles to please any traveler, including hot tubs, big
beds and amazing views of the Sacramento skyline and the historic Mansion Flats neighborhood.
Book your stay by visiting http://sterlinghotelsacramento.com/.

For room to spread out, consider Larkspur Landing Sacramento, an all-suite luxury hotel that is
located close to the town center. The suites come with a full kitchen, perfect for longer stays or picky
eaters. Rooms are equipped for modern life, with iPod docking stations, large TVs, DVD players and
high-speed internet access. Check out amenities online at







http://www.larkspurhotels.com/sacramento/.

Where to eat

Ella Dining Room and Bar is a great spot to taste the best food in the state. The restaurant's team is
committed to providing fresh, local food to visitors and locals alike. The cooking style is a blend of
French and New American, but the restaurant also excels at pastries and quality drinks for a complete
meal. Browse the menu at http://www.elladiningroomandbar.com/.

Another restaurant utilizing local and seasonal ingredients is The Firehouse Restaurant. This
must-visit eatery is located in an unique old firehouse and offers rooms for private events or large
parties. Classic dishes are refined and prepared with the freshest ingredients for an upscale and
memorable dining experience. Make reservations by visiting http://www.firehouseoldsac.com./.

If Sacramento's abundant food choices seem overwhelming, try one of the Local Roots Food Tours.
Participants will walk the city in historic districts and happening neighborhoods, sampling the best that
Sacramento has to offer. There are four themes to choose from, catered to various palates and
sensibilities.

With all there is to see and do, Sacramento is a great choice for a vacation destination. Travelers can
check out these spots and explore the city to see all that it has to offer.

This article is presented by {{accountvar.SEOdealer}}.
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Eco-Friendly Ways to Heat Your Home
Consider these eco-efficient heating alternatives

You can probably already feel that chill in the air that reminds you of what is coming for most of us in
the contiguous United States. November will give way to December, and autumn will give way to
winter. That means it is time to break out the heavy coats and sweaters and to start budgeting in a
little extra every month for heating costs. Depending on the ferocity of winter, those heating costs can
reach unseemly heights, which is why it is important to consider alternative methods that will not only
save you money in the long run, but that will ultimately be better for the environment.

Increase insulation and use
recycled materials

If you have ever noticed a dramatic
difference in temperature between
one room and another in your
home, you may need an extra layer
of insulation in the walls. The
process is not a particularly easy
one, but the end result will see your
energy usage decreasing by simply
getting more out of what you use.
When considering material for
insulation, give special
consideration to recycled denim;
most brands contain as much as 80
percent post-consumer recycled
material, meaning that you are
helping reduce waste while
reducing your energy bills.

Install a pellet stove

Pellet stoves are a great way to reduce reliance on fossil fuels and save money on heating in the long
run. The pellets used for these stoves are made of sawdust, switchgrass or wood chips, meaning that
you’re using a renewable resource instead of oil. While pellet stoves can be somewhat expensive and
pellets cost slightly more than natural wood for wood-burning stoves, they emit very little in the way of
CO2 and are a significantly lesser fire risk.

Invest in solar energy

The cost of solar energy has been steadily decreasing, meaning that there has never been a better
time to invest in a solar energy system for your home. While the up-front cost of installing solar panels
can be in the low-to-mid five-figure range, it takes as little as 10 years to see a return on the
investment, and it will also ultimately increase the resale value of your home. Active solar heating can
provide for the vast majority of your home’s heating needs, and it’s a completely green method of
doing so.

Consider geothermal heating

Geothermal heating obtains energy from the earth’s consistently warm temperature, requiring











considerably less energy than an air-sourced HVAC system that has to reheat the cold air. This
system also requires a hardy investment that is recouped within a decade of installation and adds to
the resale value of your home. According to the U.S. Department of Energy, geothermal heat pumps
run to a maximum efficiency level of 600 percent on cold winter nights, which compares favorably to
the 250 percent max efficiency of air-source heat pumps. The life of these systems is estimated at
about 25 years for the components inside your home and 50 years for ground loop components that
gather heat from the earth.

Be smart with what you have

If it is too soon to consider replacing your HVAC system or re-insulating your home, make the most
out of what you have. Install a programmable thermostat to adjust heat for the times where you are
not home, which helps reduce the energy that would be consumed by simply turning off the heat and
reheating the air at a later time. Roll up old bath towels and stuff them in front of your doors to close
up drafts and lock in heat. If you have a small home, space heaters are simple and efficient ways to
stay warm without being overly reliant on the thermostat, and bundling up in blankets and wearing
warmer clothes around the house helps keep usage low.

There are a number of ways to save money and energy this winter, and the most effective methods
largely depend on your needs. Assess your home heating situation before the season changes and
make necessary adjustments for a warmer winter season.

This article is presented by {{accountvar.SEOdealer}}.
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