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Security Tips for Mobile Banking
Enjoy the convenience of online banking while keeping your
finances safe

Mobile banking apps might save you a trip to your bank, but you should be aware they also come with
innate security risks. Here are some practical steps you can take to protect your personal information
and finances from criminals.

Avoid public Wi-Fi

According to Amy Fontinelle with
Investopedia, never log in to your
bank account via a public Wi-Fi
network. While the “HTTPS” in
front of a website URL offers some
protection against hackers, there’s
always the risk of someone
obtaining your banking information
through the public network. The
only exception should be if you log
in to your mobile banking account
via a virtual private network or by
using your cell phone’s network.

Be cautious about new apps

While new apps you download to
your phone might be delightfully
diverting, they can also pose a
security risk when it comes to online banking. As Stacey Bradford, contributor with CBS News, warns,
apps are “one of the easiest ways a thief can access your personal information.” Besides tapping into
your personal info, thieves can also infect your phone with malware once you download the app.
Before you download any new app, Bradford advises you make sure the app was released six months
ago or longer, and that it’s been reviewed by credible sources.

Don’t follow links

Another helpful strategy is to always access mobile banking by typing in your bank’s website URL,
rather than clicking on a link from an email. Sam Abraham, contributor with Business Today, points
out a bank’s URL will change from “HTTP” to “HTTPS” to indicate a secure connection. In addition,
make sure that a locked padlock or unbroken key symbol appears in the browser window; this shows
the site you’re on is encrypted, as any legitimate mobile banking page should be.

Guard your passwords

Avoid writing down or emailing yourself your banking login credentials. As Fontinelle cautions, if you
email yourself login credentials, all it takes is just one criminal to hijack your email account to obtain
this personal data. If you have trouble remembering your passwords, use a credible password
manager like Dashlane or LastPass to keep all of your passwords organized in a secure system.  

Cache cleaning

Another threat to online banking security has to do with your browser’s cache. Since browsers keep a
history of pages you’ve viewed — in case you want to visit a recently viewed page again — a criminal
can easily crack into the cache to extract personal information. Abraham advises you regularly clean
your cache to avoid this type of information breach.

Remote access

Another practical way to enhance your mobile banking security is to make sure you can easily locate
your phone if it gets lost. A lost phone could get into the hands of the wrong person — and so can
your mobile banking information, especially if you allow automatic login options on your phone. To
avoid this scenario, Bradford recommends investing in a security service for your phone. Lookout is a



great service for Windows Mobile, Android and BlackBerry devices. If you have an iPhone, check into
the comparable service offered by MobileMe.

By applying these sensible strategies, you’re well on your way to protecting your personal information
and financial accounts while managing your money online.
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6 Ways to Improve Your Credit Score
Practical steps to enhance the health of your finances

Credit scores are a sensitive topic for many people. The National Foundation for Credit Counseling
performed a survey which indicated that more people would be more embarrassed to admit their credit
scores than their weight (30 percent vs. 12 percent).

Having a healthy credit score is necessary if you wish to apply for loans to help finance big-ticket
expenses such as a house or a higher education. According to Pat Curry, contributor with Bankrate,
your credit score determines the interest rate the lender will charge you for the money that you
borrow. The higher your credit score, the better your loan terms will be and the less interest you’ll
have to pay.

If your credit score needs a boost, don’t despair. Here are six practical strategies to increase it.

Fix errors

According to Curtis Arnold,
contributor with Forbes, the first
step to improving your score is to
dispute errors on your credit report.
These errors could be late
payments that you actually paid on
time or accounts that aren’t yours.
It could also be a debt that is
shown as “outstanding” when
you’ve paid it off. Make sure to
scan your report for old debts that
shouldn’t be on the report. As
Curry explains, “Negatives are
supposed to be deleted after seven
years, with the exception of
bankruptcies, which can stay for as
long as 10 years.”

Pay down your credit card
balances

Next, work on paying off your balances on the credit cards you own. Start with the cards with the
highest utilization, as Bev O’Shea, contributor with Nerdwallet, advises. It can take just two months of
paying down your credit balances to boost your credit score enough to attain the next tier of loan
pricing, according to Curry.

Under-use your credit cards

It’s also wise to use the credit cards you do have sparingly, as Arnold states. How often you use your
credit card and the portion of your credit line that you’re using impact your credit score. Credit bureaus
calculate your credit score based largely on your “credit utilization ratio” (i.e. how much of your
available line of credit that you’re using). Aim for a credit utilization ratio of 20 percent or less, as
Elyssa Kirkham, contributor with Student Loan Hero, recommends.

Increase your credit limit

Another practical step is to raise your credit limit. “The higher [your credit limit] is, the lower any
balance you carry will be in comparison,” as Kirkham points out. Be cautious about increasing your
credit limit, though. It only works if you are disciplined enough to refrain from maxing out this more
expansive line of credit that you’ve initiated.

Resolve past due bills

Per O’Shea, payment history is one of the largest factors that impacts your credit score. If you have
any past due bills, it’s important to resolve them. Call the creditor, pay the amount you owe them, then
ask them to rescind any reported delinquencies so they’re eliminated from your credit reports.



Set up auto pay

Make use of contemporary resources, like automated payment settings, to help ensure that you
consistently pay bills on time. This feature is especially useful if you have multiple payments you’re in
charge of, such as utilities, school loans, car payments, child care and mortgage payments.

By implementing these positive changes to your finances, you’ll be on your way to elevating your
credit score to the level you need to secure loans with better rates.
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How to Determine Whether You're Ready to Retire
Tips for making sure it’s the right time to ride off into the sunset

Ever since you started life on your own, you have focused on keeping food on the table and a roof
over your head and the heads of those who depend on you. If you’re lucky enough to have a
traditional 40-hour work week, you will spend about 2,087 hours a year at work, minus what you take
for vacation, sick leave or holidays, according to The Nest. When you add up the decades you’ve
spent earning your keep, it’s easy to find yourself wanting to retire as soon as possible. Regardless of
whether or not you’re of retirement age or are thinking of stepping away early, there are some key
things you should consider before confirming the start of your next chapter.  

Finances

The clearest way to tell if you’re
ready to retire is by analyzing your
financial situation. You might feel
ready to stop reporting to work, but
if you don’t have enough saved up
you could find yourself looking for
employment again. Maurie
Backman, a personal finance writer
with The Motley Fool, cautions that
you may want to think again if you
plan to rely on Social Security to
make up for your lack of savings. In
its present state, the average
American cannot support their
lifestyle with Social Security, which
should only be expected to cover
about 40 percent of your
pre-retirement income or less. That
means your savings (both
traditional and in your retirement accounts) should be robust enough to make up the difference.

Healthcare

One of the biggest costs you incur as you age is healthcare. If you or your spouse are less than the
U.S. Medicare age, which is 65 years old if you were born before 1955 and 66 years and two months if
you were born after, then you must be ready to pay for insurance in retirement. You might not realize
how expensive out-of-pocket medical insurance is if you have always been covered by an employer
plan, so you should investigate the options available to you before you make any big decisions about
retirement.

Debt

When considering retirement, debt should be a major factor in making your final decision. If you still
owe money on a mortgage or any other large credit line, there needs to be enough money in your
monthly budget to fulfill those obligations. Sarita Harbour, a former financial advisor and current writer
for Investopedia, suggests waiting until larger loans or cards are paid off before you retire.

Plan

Work is a huge part of your life, so much so that it could even be a major part of your sense of identity.
When you retire, you no longer have to deal with rationing out your time between your work
obligations and your personal life, which can be both a positive and a negative.

Tom Sightings, a contributor to U.S. News & World Report, says that you have to realize that
retirement is a whole new phase of life, meaning you will need to decide what you will do to occupy
your time. Volunteering, part-time work or commitments to other lifelong passions are all options in
retirement. Whatever works best for you and your interests, it’s encouraged that you find something to
help fill your days meaningfully so as to maintain your sense of self and sense of purpose.

Before you decide to alert others of your retirement, you should speak to a financial advisor or other



professional about your specific circumstances to make sure you’re truly ready to make that leap. Also
be sure to speak with your family, as they will play a key part in helping you adjust from the working
world to a life of rest and relaxation.
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What Does the New Tax Code Mean if You’re
Self-Employed?
The new tax code benefits the self-employed and small business
owners

On Dec. 22, 2017, President Trump signed the Tax Cuts and Jobs Act into law. This new tax code is
meant to benefit small business owners by offering a large deduction for qualified business income
from pass-through entities, as well as providing several tax benefits to the self-employed. Learn more
about what exactly that means for you (and your taxes) below.

Tax break

Besides small businesses and
self-employed people,
pass-through businesses —
businesses that define the profits of
the company as income for the
owner — also receive a 20 percent
tax deduction on profit thanks to
the new code. As a result, this
allows people who are
self-employed or who work as
contractors to pay less money than
those receiving a paycheck directly
from their employer.

“For example, a contractor doing
the same work as a plumber but
booking that income to a limited
liability corporation would get a
significant tax break compared to
an employee working as a plumber for a company,” writes policy reporter Bob Bryan in a December
2017 article for Business Insider.

What’s more, before the new tax code, if you were self-employed and your income was less than
$127,200, you were required to pay Social Security and Medicare taxes at a rate of 15.3 percent. In
comparison, employees of a business only needed to pay 7.65 percent while their employer paid the
rest.

In most cases, with the new legislation, the aforementioned 15.3 percent tax no longer applies to
income that also qualifies for the lower small business rate. In a November 2017 article for CBS News,
financial advisor Ray Martin says the combination of these two benefits “could save almost 30 percent
in tax on a portion of income for many self-employed people.”

Increased deduction cap on equipment

The new tax code also expands an existing tax break already used by many self-employed
individuals. In 2017, self-employed business owners could deduct the full cost of qualifying equipment
purchased or financed up to $510,000 — equipment such as office furniture, tools, computers and
even vehicles used for business. Starting in 2023, the deduction cap will be significantly increased, as
will the list of qualifying equipment.

“The expensing limit would remain as it is now until 2023 and then gradually rise to $20 million,” Martin
writes. “The current and new limits would be indexed to inflation, and the eligible property would be
expanded to include qualified energy-efficient heating and air conditioning equipment placed in service
after Nov. 2, 2017.”

Above-the-line deductions

The new tax code attempts to simplify the process by removing or reducing a number of
above-the-line deductions. Fortunately, health insurance costs and retirement plan contributions,
which are among the two most commonly claimed above-the-line deductions by the self-employed,



aren’t affected.

Furthermore, Martin says “if you’re self-employed, you’ll still be able to take a tax deduction for the
premiums you pay for medical, dental and even qualifying long-term care insurance for you and your
family. This is done via an adjustment to income and is claimed under the adjustment gross income
section on form 1040. So it’s available to you even if you don’t itemize deductions.”

Fund your own retirement plan

Under the new tax plan, self-employed business owners may also create and contribute to their own
retirement plan, and the deduction for contributions made into the plan can still be claimed as an
adjustment to income. “My favorite type of retirement plan is the self-employed 401(k) profit-sharing
plan, which allows you to make contributions both as an employer and as an employee,” says Martin.
“Using this type of plan . . . you can make an additional contribution that’s a percentage of net profit
and a fixed-dollar amount up to the 401(k) contribution limits.”

For the self-employed and small business owners, the new tax code comes with a number of potential
benefits. Consult with an expert at your financial institution to learn how to maximize these benefits to
your advantage.
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How to Complete a SWOT Analysis for Your
Business
Taking a candid look at the internal and external factors that
influence your strategy

If you own a business, you already know that operating it is never a static process. There are constant
changes to consider in both the market at large and in your industry, as well as the ongoing process
of managing operations in such a way that empowers your employees and lifts up your product. It can
be a lot to maintain all at once, which is why it is imperative to take the time to analyze your business
and determine both its present and future status. This is where the idea of a SWOT analysis
(strengths, weaknesses, opportunities and threats) comes in handy.

What is a SWOT analysis? 

Janice Hui, writing for CBS News’
MoneyWatch, explains that a
SWOT analysis’s purpose is “to
discover what you do well; how you
could improve; whether you are
making the most of the
opportunities around you; and
whether there are any changes in
your market — such as
technological developments,
mergers of businesses or
unreliability of suppliers — that
may require corresponding
changes in your 
business.”

Investopedia defines a SWOT
analysis as an analytical framework
that, simply put, measures what a
business can and cannot do. A proper SWOT analysis will consider factors both internal and external
— typically, strengths and weaknesses are the former and opportunities and threats represent the
latter. By laying these elements out and having a candid conversation about them, you will be better
positioned to devise a strategy and a course of action.

Moreover, Small Business Bonfire founder Alyssa Gregory explains in The Balance that a SWOT
analysis can be utilized in a range of situations and scenarios. Whether you are putting together a
business plan to get your idea off the ground, developing a marketing strategy to maximize your
market potential or looking to optimize your operations, a SWOT analysis is an exceptional tool to help
your business succeed.

How to conduct a SWOT analysis

Gregory notes that a SWOT analysis is also dubbed a SWOT matrix because of its typical format. A
SWOT analysis is commonly laid out in a two-by-two table where strengths and weaknesses (internal
factors) occupy the top row and opportunities and threats (external factors) occupy the bottom row.
This effectively creates two columns, with strengths and opportunities representing positives and
weaknesses and threats representing negatives.

The process of supplying data for each quadrant is as simple as asking yourself and then answering a
series of questions. When determining your strengths, you should be thinking of things that you do
well or better than your competitors and the aspects of your business that are most profitable. With
respect to weaknesses, Investopedia lists examples including debt, lack of capital or resources and
high turnover rates.

For opportunities, consider those competitive advantages you might be able to exploit or assets that
you could better utilize — this includes utilizing your current customer base, improving your reach to
your target demographics and leveraging new and emerging technologies. For threats, you’ll want to



take a candid look at your competitors and what they do as well as or better than you, at the direction
of the economy and your market and at various worst-case scenarios.

This information should then be analyzed with the goal of determining your strategy and approach. If
you have conducted a basic SWOT analysis and want to utilize that information in more strategic
terms, you can try the somewhat more complex approach put forth by Steven D. Peterson, Peter E.
Jaret and Barbara Findlay Schenck, authors of “Business Plans Kit for Dummies.” This SWOT
analysis takes on a grid format where each quadrant combines two of the four factors — the top row
combining strengths with opportunities and threats and the bottom row combining weaknesses with
opportunities and threats.

This helps to set a clear path to actualizing your analysis with strategy. Where your strengths and
opportunities intersect, you can build; where your weaknesses and threats intersect, you can move to
eliminate; where weaknesses and opportunity overlap, you can improve; and where threats and
strengths overlap, you can monitor. If the growth of your market is seen as an opportunity but a lack of
internet marketing is viewed as a weakness, you can create a plan accordingly.

Conducting a SWOT analysis is as useful an approach while expanding a thriving business as it is
during the initial planning stages of a start-up. By asking yourself the important questions and taking
the time to look both around you and ahead of you, you will empower your business not just to
maintain its current success, but to thrive in the days to come.
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Best Beach Reads for Your Summer Vacation
Pack these beach reads for your summer vacation

A day at the beach is not complete without a good read, and the following stories are sure to entertain,
thrill and enlighten. Be sure to grab your sunscreen, water, sunglasses and towel, but save room in
your bag for these highly-acclaimed books for your summer getaway.

“An American Marriage: A Novel”

Author Tayari Jones weaves an
emotional tale about navigating
love and marriage in the face of
heartbreaking adversity. Focusing
on newlyweds Celestial and Roy,
Jones examines what happens
when past mistakes catch up to the
future. Picked by Oprah Winfrey as
one of her 2018 Book Club
selections, “An American Marriage:
A Novel” will keep you turning its
pages long after the sun has gone
down.

“How to Stop Time”

This time-twisting adventure spans
the wild, long life protagonist Tom
Hazard. This novel by Matt Haig
defies the constraints of time and meditates on the universal search for love and happiness. “How to
Stop Time” is an Editors’ Choice pick from The New York Times sure to capture your undivided
attention.

“Surprise Me”

The brilliance of author Sophie Kinsella is that she can immediately pull you into her expertly crafted
worlds. Her latest novel, “Surprise Me,” follows a married couple determined to bring “surprises” into
their decade-long relationship. Kinsella’s ability to create memorable characters, spot-on dialogue and
laugh-out-loud situations will elevate your day at the beach to hilarious and heartfelt proportions.

“The Woman in the Window”

If you prefer your carefree beach days to be wrapped up in suspense and intrigue, then grab A.J.
Finn’s novel, “The Woman in the Window.” This psychological thriller centers on Anna Fox, a New
Yorker who has witnessed something that changes her life. If you’re a fan of Alfred Hitchcock and
other mysteries, you will undoubtedly love delving into the pages of Finn’s novel.

“Sunburn: A Novel”

Appropriately titled for a day at the beach, the novel “Sunburn” by Laura Lippman will keep you
guessing and on the edge of your lounge chair. This psychological thriller centers on Adam and Polly,
two star-crossed lovers who are holding back secrets that could spell their respective and collective
doom. If you’re a fan of classic noir like “Double Indemnity” and “The Postman Always Rings Twice,”
“Sunburn” should be at the top of your to-be-read pile.  

“By the Book”

Author Julia Sonneborn will take you on a romantic adventure in her novel, “By the Book,” which is a
deftly-crafted and thoughtful reimagining of Jane Austen’s beloved novel “Persuasion.” Anne Corey,
an English professor living in California, cannot seem to escape her former fiancé, Adam Martinez.
Despite a full plate, Anne can’t help but be drawn to the light of her former flame in a novel that
Entertainment Weekly says is “filled with a touching understanding of love and loss that probes some
of our most vulnerable moments.”

“Fall from Grace”



New York Times’ best-selling author Danielle Steel has captivated countless readers for years, and
her latest novel, “Fall from Grace,” is a perfect companion for your summer vacation. You’ll be
enthralled by Steel’s “gripping story of a woman who loses everything — her husband, her home, her
sense of self and safety and her freedom.” The hours will disappear as you dive into one of Steel’s
masterfully constructed stories.

Though you’ll no doubt be spending much of your summer getaway taking in new sights and sounds,
spare some time to get lost in a world between the covers of a good book. These beach reads will
augment the joy you feel on vacation and give you something extra to talk about with your friends and
co-workers when you return home.
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